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Training-Testing Difference

Thetestingscenariosaredifferent with the trainingphase.

ÅEnvironment(Lighting,Indoor/outdoor,etc.)

ÅCamera/Imagequality

ÅSubjects(Age,Race,etc.)

ÅSpooftypes
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Unknown Spoof 
Detection



Outline

ÅCross-databasedomainadaption

ÅUnknown attack detection

ÅTesting protocols & evaluation metrics
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Cross-databaseDomainAdaption

ÅEnforce features to be domain-invariant
ÅDomain adaption [1,2]

ÅMetric learning [3,5,6]

ÅMeta learning [7,8]
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1. Learning Generalizable and Identity-Discriminative Representations for Face Anti-Spoofing, TIFS, 2018
2. Unsupervised Domain Adaptation for Face Anti-Spoofing, TIFS 2018
3. Multi-adversarial Discriminative Deep Domain Generalization, CVPR,2019
4. Domain Adaptation in Multi-Channel Autoencoder based Features for Robust Face Anti-Spoofing, ICB2019
5. Improving Cross-database Face Presentation Attack Detection via Adversarial Domain Adaptation, ICB 2019
6. Single-Side Domain Generalization for Face Anti-Spoofing, CVPR 2020
7. Regularized Fine-grained Meta Face Anti-spoofing, AAAI 2020
8. Learning Meta Model for Zero- and Few-shot Face Anti-spoofing, AAAI 2020



Learning Generalizable and Identity-Discriminative 
Representations for Face Anti-Spoofing

ÅLearn face anti-spoofing and face recognition at the same time

ÅApply a Fast Domain Adaption (FDA) to remove the bias of different domain

ÅShare the weights of face anti-spoofing and face recognition
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1. Li et. al., Learning Generalizable and Identity-Discriminative Representations for Face Anti-Spoofing, TIFS, 2018



Learning Generalizable and Identity-Discriminative 
Representations for Face Anti-Spoofing

ÅFast Domain Adaption (FDA)
ÅStyle transfer network

ÅContent loss + Style (domain) loss
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1. Li et. al., Learning Generalizable and Identity-Discriminative Representations for Face Anti-Spoofing, TIFS, 2018



Metric learning

ÅAdversarial learning
Ålearn target features such that discriminator cannot 

correctly predict the domain

Åremove unrelated features

ÅTriplet loss
Ålearn target features such that live samples from 

different domains are similar

Åfind shared features

9

1. Multi-adversarial Discriminative Deep Domain Generalization, CVPR,2019
2. Improving Cross-database Face Presentation Attack Detection via Adversarial Domain Adaptation, ICB 2019
3. Single-Side Domain Generalization for Face Anti-Spoofing, CVPR 2020



Improving Cross-database Face Presentation Attack 
Detection via Adversarial Domain Adaptation

ÅPretrain a source encoder/decoder

ÅClassify with k-NN classifier
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1. Wang et. al., Improving Cross-database Face Presentation Attack Detection via Adversarial Domain Adaptation,  ICB, 2019



Multi-adversarial Deep Domain Generalizationfor
FacePresentationAttackDetection

ÅFeature generator
Åextract features for face anti-spoofing

Åadversarial-trained to remove domain 
information

ÅDepth estimation
Åimprove the discriminativeness

ÅDual-force triplet mining
Åenforce a smaller intra-class distance

Åenforce a larger inter-class distance

Åcross domain
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1. Shao et. al., Multi-adversarial Discriminative Deep Domain Generalizationfor FacePresentationAttackDetection,CVPR,2019



Multi-adversarial Deep Domain Generalizationfor
FacePresentationAttackDetection

ÅM1, M2, M3: domain specified 
features

ÅG: generalized features

ÅG and D1, D2, D3 compete
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1. Shao et. al., Multi-adversarial Discriminative Deep Domain Generalizationfor FacePresentationAttackDetection,CVPR,2019



Single-Side Domain Generalization for Face 
Anti-Spoofing
ÅThe parameter sharing feature generator is trained to make the feature distributions of different 

domains undistinguishable for the real faces but not for the fake ones under the single-side 
adversarial learning. 
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1. Single-Side Domain Generalization for Face Anti-Spoofing, CVPR 2020



Dual-force Triplet Mining

ÅIn one domain 
ÅMinimize live-to-live distance between different 

subjects

ÅMaximize live-to-spoof distance between different 
subjects

ÅCross domains
ÅMinimize live-to-live distance between different 

subjects

ÅMaximize live-to-spoof distance between different 
subjects

ÅAnchor as live
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1. Shao et. al., Multi-adversarial Discriminative Deep Domain Generalizationfor FacePresentationAttackDetection,CVPR,2019



Dual-force Triplet Mining

ÅIn one domain 
ÅMinimize live-to-live distance between different 

subjects
ÅMaximize live-to-spoof distance between 

different subjects

ÅCross domains
ÅMinimize live-to-live / spoof-to-spoof distance 

between different subjects only
ÅMaximize live-to-spoof / spoof-to-spoof distance 

between different domains

ÅTriplet with live (d1,d2,d3), spoof (d1), 
spoof (d2), spoof(d3)
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1. Single-Side Domain Generalization for Face Anti-Spoofing, CVPR 2020



Domain Adaptation in Multi-Channel Autoencoder 
based Features for Robust Face Anti-Spoofing

ÅUse multi-modality data (RGB, NIR, and Depth) instead of RGB only

ÅDomain Adaption: fine-tuning (RGB ĄNIR-Depth)
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1. George et. al., Biometric Face Presentation Attack Detection with Multi-Channel Convolutional Neural Network, TIFS2019



Domain Adaptation in Multi-Channel Autoencoder 
based Features for Robust Face Anti-Spoofing
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1. George et. al., Biometric Face Presentation Attack Detection with Multi-Channel Convolutional Neural Network, TIFS2019



Meta Learning

ÅMeta-ƭŜŀǊƴƛƴƎΣ ŀƭǎƻ ƪƴƻǿƴ ŀǎ άƭŜŀǊƴƛƴƎ ǘƻ ƭŜŀǊƴέΣ ƛƴǘŜƴŘǎ ǘƻ ŘŜǎƛƎƴ ƳƻŘŜƭǎ ǘƘŀǘ Ŏŀƴ ƭŜŀǊƴ ƴŜǿ ǎƪƛƭƭǎ ƻǊ ŀŘŀǇǘ ǘƻ ƴŜǿ 
environments rapidly with a few training examples.
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1. Regularized Fine-grained Meta Face Anti-spoofing, AAAI 2020
2. Learning Meta Model for Zero- and Few-shot Face Anti-spoofing, AAAI 2020



Meta Learning for FAS

ÅTackle cross-database testing: Train on multiple domains, test on one domain
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1. Regularized Fine-grained Meta Face Anti-spoofing, AAAI 2020
2. Learning Meta Model for Zero- and Few-shot Face Anti-spoofing, AAAI 2020



Meta Learning

ÅA learner to handle all meta learning tasks

ÅTraining set (meta-train set +meta-test set), testing set
ÅE.g., domain 1,2,3 Ą train, domain 4 Ą test

Å Meta-task 1: domain 1,2 Ąmeta-train, domain 3 Ąmeta-test

Å Meta-task 2: domain 1,3 Ąmeta-train, domain 2 Ąmeta-test

Å Meta-task 3: domain 2,3 Ąmeta-train, domain 1 Ąmeta-test
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1. Learning Meta Model for Zero- and Few-shot Face Anti-spoofing, AAAI 2020

Learner

Meta Learner for task1

Meta Learner for task2

Meta Learner for task3

Meta Learner for task4



Meta Learning

ÅA learner to handle all meta learning tasks

ÅTraining set (meta-train set +meta-test set), testing set

ÅChoose meta tasks

ÅUpdate meta learner (inner update) ămeta-train losses

ÅCompute meta-test losses 

ÅUpdate learner with meta-test losses 
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1. Learning Meta Model for Zero- and Few-shot Face Anti-spoofing, AAAI 2020
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Meta Learning

ÅA learner to handle all meta learning tasks

ÅTraining set (meta-train set +meta-test set), testing set

ÅChoose meta tasks

ÅUpdate meta learner (inner update) ămeta-train losses

ÅCompute meta-test losses 

ÅUpdate learner with meta-test losses + meta-train losses
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1. Regularized Fine-grained Meta Face Anti-spoofing, AAAI 2020



Cross-databaseDomainAdaption

ÅEnforce features to be domain-invariant
ÅDomain adaption [1,2]

ÅMetric learning [3,5,6]

ÅMeta learning [7,8]
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1. Learning Generalizable and Identity-Discriminative Representations for Face Anti-Spoofing, TIFS, 2018
2. Unsupervised Domain Adaptation for Face Anti-Spoofing, TIFS 2018
3. Multi-adversarial Discriminative Deep Domain Generalization, CVPR,2019
4. Domain Adaptation in Multi-Channel Autoencoder based Features for Robust Face Anti-Spoofing, ICB2019
5. Improving Cross-database Face Presentation Attack Detection via Adversarial Domain Adaptation, ICB 2019
6. Single-Side Domain Generalization for Face Anti-Spoofing, CVPR 2020
7. Regularized Fine-grained Meta Face Anti-spoofing, AAAI 2020
8. Learning Meta Model for Zero- and Few-shot Face Anti-spoofing, AAAI 2020



UnknownAttackDetection

ÅOne-class classifier
ÅOne-classSVM

ÅGaussian Mixture Model

ÅAutoEncoder

ÅZero-shot learning
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1. An Anomaly Detection Approach to Face Spoofing Detection: A New Formulation and Evaluation Protocol, IEEEAccess,2017
2. Unknown Presentation Attack Detection with Face RGB Images, ICB,2018
3. Deep Anomaly Detection for Generalized Face Anti-Spoofing, CVPRW,2019
4. Deep Tree Learning for Zero-shot Face Anti-Spoofing, CVPR 2019



An Anomaly Detection Approach to Face Spoofing Detection: A 
New Formulation and Evaluation Protocol

A very comprehensive study on various hand-crafted feature and classifiers.

ÅFeature: LBP-TOP, LPQ-TOP, BSIF-TOP, Image quality measures

ÅClassifier: SVM1, SVM2, LDA2, Sparse representation classifier (SRC)1, SRC 2

ÅDataset: CASIA-FASD, Replay-attack, MSU-MFSD 
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1. Arashloolet. al., An Anomaly Detection Approach to Face Spoofing Detection: A New Formulation and Evaluation Protocol, 2017



An Anomaly Detection Approach to Face Spoofing Detection: A 
New Formulation and Evaluation Protocol

A very comprehensive study on various hand-crafted feature and classifiers.

ÅFeature: LBP-TOP, LPQ-TOP, BSIF-TOP, Image quality measures

ÅClassifier: SVM1, SVM2, LDA2, Sparse representation classifier (SRC)1, SRC 2

ÅDataset: CASIA-FASD, Replay-attack, MSU-MFSD 

ÅConclusion: neither the two-class systems nor the one-class approaches perform well 

enough
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1. Arashloolet. al., An Anomaly Detection Approach to Face Spoofing Detection: A New Formulation and Evaluation Protocol, 2017



Unknown Presentation Attack Detection with Face RGB 
Images

A very comprehensive study on various hand-crafted feature and classifiers.

ÅFeature: Color LBP

ÅClassifier: SVM1, Auto Encoder, GMM

ÅDataset: CASIA-FASD, Replay-attack, MSU-MFSD 
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1. Xionget. al., Unknown Presentation Attack Detection with Face RGB Images, ICB,2018



Unknown Presentation Attack Detection with Face RGB 
Images

Xionget. al., Unknown Presentation Attack Detection with Face RGB Images, ICB,2018
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A very comprehensive study on various hand-crafted feature and classifiers.

ÅFeature: Color LBP

ÅClassifier: SVM1, Auto Encoder, GMM

ÅDataset: CASIA-FASD, Replay-attack, MSU-MFSD 

ÅConclusion: improvethe performance

ÅNN+LBPworksbeston C+R+Mprotocols

ÅAE+LBPworksbeston Ouluprotocols



Deep Anomaly Detection for Generalized Face Anti-Spoofing

ÅDeep metric learning

ÅTriplet Focal loss

ÅFocus on the harder cases

36

1. Perez-Cabo et. al., Deep Anomaly Detection for Generalized Face Anti-Spoofing, CVPRW,2019



LiteratureandIssues

ÅLimitedSpoofTypes1,2

ÅOnlymodelthe livedistribution1,2

37

1. S. R. Arashlooet. al.An anomaly detectionapproach to face spoofing detection: a new formulationand evaluation protocol.
2. F. Xiongand W. Abdalmageed. Unknown presentation attackdetection with face RGB images.BTAS2018

ά¢Ƙƛǎis liveŦŀŎŜΗέ

Live

Known Spoof

Unknown Spoof



What if More Spoof Types?
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Live
Half Mask Silicone Transparent Papercraft Mannequin

Replay
3D Mask Attacks

Print
Obfuscation Imperson. Cosmetic Funny Eye Paperglasses Partial Paper

Makeup Attacks Partial Attacks



Deep Tree Learning for Zero-shot Face Anti-Spoofing

ÅPreviousmethodsonlymodelthe live

ÅLearningsemanticspoofattributes

39

1. Liu et. al., Deep Tree Learning for Zero-shot Face Anti-Spoofing, CVPR 2019
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Deep Tree Networks (DTN)
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Deep Tree Networks (DTN)
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Deep Tree Networks (DTN)
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Deep Tree Networks (DTN)
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Deep Tree Networks (DTN)
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Deep Tree Networks (DTN)
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SupervisedFeatureLearning

Classification

BinaryMaskRegression
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SupervisedFeatureLearning

BinaryMaskRegression

47



TrainingTRU
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TrainingTRU
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TreeRoutingUnit (TRU)

ÅRoutingFunction

ÅBasedon eigen-analysisof visitingset

ÅWeoptimize:
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t-SNEResults
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Databases and testing protocols

54

Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

Replay-Attack RGB X 3 50 1200 2012

CASIA-FASD RGB X 3 50 600 2012

3DMAD RGB, Depth X 1 17 510 2014

MSU-MFSD RGB X 3 55 280 2015

MSU-USSA RGB X 8 1000 9,000 (I) 2016

HKBU MAR RGB X 2 35 1008 2016

MiW RGB X 3 434 1604 2017

OULU-NPU RGB X 4 55 4950 2017

SiW RGB X 6 165 4478 2018

SiW-M RGB X X X 13 493 1630 2019

CASIA-SURF RGB, NIR, Depth X 1000 21000 2019

WMCA RGB, NIR, Depth, Thermal X X 7 72 1679 2019

CelebA-Spoof RGB X X 4 10,177 625,537 (I) 2020



Replay Attack Database

ÅPhoto/video attacks

ÅControlled/adverse sessions
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Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

Replay-Attack RGB X 3 50 1200 2012

Chingovskaet. al., On the Effectiveness of Local Binary Patterns in Face Anti-spoofing, BIOSIG, 2012



CASIA-FASD Database

ÅThree different image quality

ÅEye cut to counter the eye-blinking methods

ÅWarp paper to counter the motion methods

56

1. Zhang et. al., A Face AntispoofingDatabase with Diverse Attacks, ICB, 2012

Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

CASIA-FASD RGB X 3 50 600 2012



MSU-MFSD Database

ÅTwo capture devices

ÅBuild-camerain MacBookAir 13(640*480)

ÅFrontcamerain Google Nexus 5 Android phone (720x480)

ÅMostly used with CASIA and Replay

57

1. Wen et. al., Face Spoof Detection with Image Distortion Analysis, TIFS 2015

Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

MSU-MFSD RGB X 3 55 280 2015



MSU-USSA Database

ÅLive images from Internet

ÅHigherresolutioncomparedwith MFSD
ÅFront-facing camera in the Google Nexus 5 Android 

phone (1280 × 960).
ÅRear-facing camera in the Google Nexus 5 Android 

phone (3264 × 2448)

ÅSpoof from 8 devices
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1. Patelet. al., Secure Face Unlock: Spoof Detection on Smartphones, TIFS 2016

Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

MSU-MFSD RGB X 3 55 280 2015



OULU-NPU Database

Å6 camera, 1080P resolution

ÅComprehensive evaluation protocols

59

1. Boulkenafetet. al., OULU-NPU: A Mobile Face Presentation Attack Database with Real-World Variations, FG, 2017

Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

OULU-NPU RGB X 4 55 4950 2017



SiWDatabase

ÅPose, illumination, expression

ÅMore subjects

ÅComprehensive evaluation protocols
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1. Liu et. al., Learning Deep Models for Face Anti-Spoofing: Binary or Auxiliary Supervision, CVPR, 2018

Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

SiW RGB X 6 165 4478 2018



CASIA-SURF Database

ÅMulti modalities

ÅMore subjects/videos
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1. Zhang et. al., CASIA-SURF: A Large-scale Multi-modal Benchmark for Face Anti-spoofing, CVPR 2019

Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

CASIA-SURF RGB, NIR, Depth X 1000 21000 2019



3DMAD Database

ÅMulti modalities

ÅMore subjects/videos
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1. Erdogmuset. al.,Spoofing in 2D Face Recognition with 3D Masks and Anti-spoofing with Kinect, BTAS 2013

Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

3DMAD RGB, Depth X 1 17 510 2014



HKBU MAR Database
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1. Liu et. al., rPPGCorrespondence Feature for 3D Mask Face Presentation Attack Detection, ECCV 2018
2. Liu et. al., 3D Mask Face Anti-spoofing with Remote Photoplethysmography, ECCV 2016
3. Liu et. al., A 3D Mask Face Anti-spoofing Database with RealWorldVariations, CVPRW 2016

Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

HKBU MAR RGB X 2 35 1008 2016



SiW-M Database

ÅMore spoof types

ÅLeave-one-out testingprotocols

ÅInclude hard live and spoof samples
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1. Liu et. al., Deep Tree Learning for Zero-shot Face Anti-Spoofing, CVPR 2019

Database Sensors Print/Replay Mask Makeup # Spoof Type # Subjects # Videos Year

SiW-M RGB X X X 13 493 1630 2019


