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TrainingTesting Difference

Thetestingscenariosare different with the training phase.

A Environmenft(Lighting,Indoor/outdoor, etc.)
A Camera/Imagejuality
ASubject{Age,Raceegtc.)

A Spooftypes
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TrainingTesting Difference

Thetestingscenariosare different with the training phase.

A Environmenft(Lighting Indoor/outdoor, etc.)

: ~ CrossdatabaseDomain
A Camera/Imagejuality > Aietlen

ASubjectgAge,Raceegtc.)
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TrainingTesting Difference

Thetestingscenariosare different with the training phase.

~ Unknown Spoof
Detection

A Spooftypes
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e
Outline

ACrossdatabasedomainadaption
AUnknown attack detection
ATesting protocols & evaluation metrics

|IJCB 2020
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CrossdatabaseDomainAdaption

A Enforce features to be domainvariant
A Domain adaption [1,2]
A Metric learning [3,5,6]
A Meta learning [7,8]

Learning Generalizable and IdentDyscriminative Representations for Face Aioofing, TIFS, 2018
Unsupervised Domain Adaptation for Face /Apbofing TIFS 2018

Multi-adversarial Discriminative Deep Domain Generaliza@/PR2019

Domain Adaptation in MukChannel Autoencoder based Features for Robust FaceSpntfing|CB2019
Improving Crosslatabase Face Presentation Attack Detection via Adversarial Domain Adaptation, ICB 2019
SingleSide Domain Generalization for Face Apbofing, CVPR 2020

Regularized Firgrained Meta Face Ansipoofing, AAAI 2020

Learning Meta Model for Zerand Fewshot Face Antspoofing, AAAI 2020

ﬁ MICHIGAN STATE UNIVERSITY 6 IJCB 2020
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Learning Generalizable and Identiiyscriminative
Representations for Face A®poofing

ALearn face antspoofing and face recognition at the same time
AApply a Fast Domain Adaption (FDA) to remove the bias of different domain
AShare the weights of face argpoofing and face recognition

--------------------

onv31: 3x3/1/256
onv32: 3x3/1/256
onv33: 3x3/1/256
0013: max/2x2/2

onv4l: 3x3/1/512 onv51: 3x3/1/512

C

onvll: 3x3/1/64 Conv21: 3x3/1/128 onva2: 3x3/1/512 Conv52: 3x3/1/512
C
p

. ' 1
:A' , © 1
e J I Convll: 3x3/1/64 Conv21: 3x3/1/128
'/'/—— g I Pooll: max/2x2/2 Pool2: max/2x2/2
1
arget-domain |
1

onv43: 3x3/1/512 onv53: 3x3/1/512
oold: max/2x2/2 ool5: max/2x2/2 4096 4096 2 TPC-loss

O
@

TO0O0

fury

block1 —* block2 > block3 —> block4 = block5 — 22>

g oy S S S S | Anti-loss
I i

]
) 1 A o Y A e e oy e o e oy A o e e S e L e ’ 4096 4096 ID number

blockl1 = block2 — block3 — block4 -—» block5 =—>QP=>2->Q -
t

Recg-loss

1. Liet. al, Learning Generalizable and Ideritgcriminative Representations for Face Apioofing, TIFS, 2018
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Learning Generalizable and Identiiyscriminative
Representations for Face A®poofing

AFast Domain Adaption (FDA)

A Style transfer network

A Content loss + Style (domain) loss
Leonen = =———— 103 (W) — 93 ()13
content — Cj Hjo Pi\y P 5
Loomin = ———— 1G5 () — G5 wa)|I
domain — Cj Hj Wj g Yy j Yd)||lF
Spoofing
']g = arg min()\cﬁcomem(y, SC) + Asocdomain(y, yd)) samples
P

1. Liet. al, Learning Generalizable and Ideritgcriminative Representations for Face Apioofing, TIFS, 2018
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Metric learning

..........................................................................................

AAdVe rsarl al Iearn I n g Seen Domains : § Unseen Domain
A learn target features such that discriminator cannot l i

correctly predict the domain
A remove unrelated features

Domam

ATriplet loss — . B
A learn target features such that live samples from R S Feature Space
different domains are similar R —

A find shared features

.
E Domain

-------------------------------------------------------------------------------------------

1. Multi-adversarial Discriminative Deep Domain Generaliza@/PR2019
2. Improving Crosslatabase Face Presentation Attack Detection via Adversarial Domain Adaptation, ICB 2019
3. SingleSide Domain Generalization for Face Apbofing, CVPR 2020

ﬁ MICHIGAN STATE UNIVERSITY 9 IJCB 2020



Improving Crosdatabase Face Presentation Attack

Detection via Adversarial Domain Adaptation

A Pretrain a source encoder/decoder

A Classify with #NN classifier

: > |
Adversarial Loss| &

DA-model

Multi-scale features

L
L

Triplet Loss

ResNet-18

Source domain

(X Y |f

] I |
S |
T Encoderj
' I -— e

A

Source

features source |
___Neecoderl B
|

ol anec L t d\ dac
=< _ Multi-scale =il

—

embeddings

Twelght sharing

Target domain

I - UI enc

embeddings

Xy

Multi-scale features

Multi-scale
Target features Target
Encoder Decoder >
1 tdi &
ResNet-18

1. Wang et. al., Improving Credatabase Face Presentation Attack Detection via Adversarial Domain Adaptation, ICB, 2019
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Multi-adversarial Deep Domain Generalizatamn
FacePresentatiomAttackDetection

AFeature generator
A extract features for face antipoofing

Fake Depth
1 Depth
n L Loss

R
A adversariatrained to remove domain | =2 | || Feature Feature g D
Information {_ 95| | Generator Embe =
ADepth estimation
: : — : ; Dual-force
A improve the discriminativeness @ Triplet Mining
ADuakorce triplet mining (| S —— R
A enforce a smalleintra-class distance i (e
A enforce a largeinter-class distance I...I.,:“;&iz + ;
. —>- eature : : S E
A Cross domaln l Ex:ra:tor N i | Discriminators_N E
g Multi-adversarial Deep Domain Generalization y

1. Shao et. al., Mukadversarial Discriminative Deep Domain GeneraliztiofracePresentationAttack Detection,CVPR2019
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Multi-adversarial Deep Domain Generalizatamn
FacePresentatiomAttackDetection

AM1, M2, M3: domain specified
features

AG: generalized features
AG and D1, D2, D3 compete

1. Shao et. al., Mukadversarial Discriminative Deep Domain GeneraliztiofracePresentationAttack Detection,CVPR2019

ri\ MICHIGAN STATE UNIVERSITY

5 Domain 2 i

E Domain 3 E

"""""""" -~ ™~ -~
Domaml |' =~ ~~ 7 Discriminative \ - >

v
-—)I M_ 1 J—)f Feature Space | ( Discriminative

. ofdomain1 y Feature Space 1
AN /

\ - e ’/

Generalized

-~ 7 Dlscrlmmatlve \
"_1 M_ 2 J_)( Feature Space )
< of domain 2 /

-

Feature Space

<

| ey Dlscrlmmatlve\
Ly M_3 Feature Space |
*"I -

. of domain 3/ /
v
p 4

m ~T T T~ -7 TN
O L N\ N
[ Discriminative ( Discriminative
Generalized \ Feature Space2 , \Feature Space 3 ,
N
Feature Space ~__-" SN __-~
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SingleSide Domain Generalization for Face
Ant-Spoofing

A The parameter sharing feature generator is trained to make the feature distributions of different
domains undistinguishabler the real facedut not for the fake ones under the singéede
adversarial learning.

Forward propagation of the real r =

= ]
' N
Forward propagation of the fake = |
propaga 1 f/ IE —~— ~ I
[ _ m— ) e S - T
| | -~ ‘/ L TN | | _. Asymmetric
o | |’/. ’{ b \.h_,"l Triplet Loss
‘Eourccl l i | 1 & Q \ L I
) | | Generator | ~—=7 —— |
Fake | - |

for Fake Faces | Asymmetric Triplet Mining

8 o s ,

L2
— —
= Weight Sharing i . Cross-Ent /
| 1| Normalize Classifier —. m“Lo:smm
.,
I
!
SE . | ;
I o Domain Adversarial
. : O
| |
| |
l

S | Feature
source | Iﬁl Generator
Real | |
Single-Side

| for Real Faces
|
154
—
_ _ Adversarial Learning _

1. SingleSide Domain Generalization for Face /Aybofing, CVPR 2020
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Dualtforce Triplet Mining

AlIn one domain

A Minimize liveto-live distance between different
subjects

A Maximize liveto-spoof distance between different
subjects

ACross domains

A Minimize liveto-live distance between different
subjects

A Maximize liveto-spoof distance between different
subjects

A Anchor as live

1. Shao et. al., Mukadversarial Discriminative Deep Domain GeneraliztiofracePresentationAttack Detection,CVPR2019
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Dualforce Triplet Mining

Aln one domain

A Minimize liveto-live distance between different .
subjects FOX s R A X ak &
o : Fake Real | [ ® @ [ @4 ——1a% ") \ada,
A Maximize liveto-spoof distance between ,,,,,;,, [« 0 | o < e S
i | R A (00 | . ["gm
dlﬁe rent SUbJeCtS Domain 2 H X \\ // A“m \__ , ," xxx\‘\.\ .H_../ Vi
ST A % . g: x Triplet Mining (5 xxx X |
A . I,\\ - ,/. . X;(( %‘f
Cross domains i) N

A Minimize liveto-live / spoofto-spoof distance
between different subjects only

A Maximize liveto-spoof / spoofto-spoof distance
between different domains

ATriplet with live (d1,d2,d3), spoof (d1),
spoof (d2), spoof(d3)

1. SingleSide Domain Generalization for Face /Aybofing, CVPR 2020
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Domain Adaptation in MultChannel Autoencoder
based Features for Robust Face Apnofing

A Use multimodality data (RGB, NIR, and Depth) instead of RGB only
A Domain Adaption: finéuning (RGB\y NIRDepth)

(102
A’/ =]
-
\\
visual (RGB) .i N e Y
- L~ R, s - - .\-\\ _,"/ 10 Nodes
- ‘\\ [ ; pd
é —- - - ..\.‘h.\ .\\ // -I \\\\ 1 Noae
Channel 2 e, N o S —
/ \\'" ~— \‘ \.\\‘" >E
- -:\ o N o ~_ '/.:’
- . L = _\\\ | p
Channel 3 é r ) A
o /" \\\ //
r"/ //,- | \__\ //
- A T TS TS T T '//'
Channel 4 é

ted Feature
4 D)

N
Ry

Adapted Layers Shared Layers Fully Connected Layers
Synced Cameras Domain Specific Units (DSU)

1. George et. al., Biometric Face Presentation Attack Detection with ¥@bkinnel Convolutional Neural NetwoiKFS2019
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Domain Adaptation in MultChannel Autoencoder
based Features for Robust Face Apnofing

ona-fide samples
different sessions

B
6

PAI samples

1. George et. al., Biometric Face Presentation Attack Detection with ¥@bkinnel Convolutional Neural NetwoiKFS2019

ﬁ MICHIGAN STATE UNIVERSITY

Method dev (%) | test (%)
APCER | ACER | APCER | BPCER | ACER
Color (IQM-LR) 76.58 38.79 87.49 0 43.74
Depth (LBP-LR) 57.71 29.35 65.45 0.03 32.74
Infrared (LBP-LR) 32.79 16.9 29.39 1.18 15.28
Thermal (LBP-LR) 11.79 6.4 16.43 0.5 8.47
Score fusion (IQM-LBP-LR Mean fusion) 10.52 5.76 13.92 1.17 7.54
Color (RDWT-Haralick-SVM) 36.02 18.51 35.34 1.67 18.5
Depth (RDWT-Haralick-SVM) 34.71 17.85 43.07 0.57 21.82
Infrared (RDWT-Haralick-SVM) 14.03 7.51 12.47 0.05 6.26
Thermal (RDWT-Haralick-SVM) 21.51 11.26 24.11 0.85 12.48
Score fusion (RDWT-Haralick-SVM Mean fusion) 6.2 3.6 6.39 0.49 3.44
FASNet 18.89 9.94 17.22 5.65 11.44
|IJCB 2020
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Meta Learning

Qx

AMetat SIF NYyAYy3IZ | faz2 (1y26y a aft SINYyAy3a 2 tSIENYyéZ AYyiaSYyR
environments rapidly with a few training examples.

Training Testing

~ Train dataset #1: “cat-bird”

1. Regularized Fingrained Meta Face Ansipoofing, AAAI 2020
2. Learning Meta Model for Zerand Fewshot Face Antspoofing, AAAI 2020

ﬁ MICHIGAN STATE UNIVERSITY 25 |IJCB 2020



Meta Learning for FAS

ATackle crosslatabase testingTrain on multiple domains, test on one domain

Fine-grained FAS dataset M zero- and few-shot FAS lasks . . ] .
B R |———.———||———i—— |——————| L Support Meta-train
I.:ﬂ : pu-»& e | Task | i' Task 2 ! Task N |[+ L A - Meta |=arner
. Wsgor [F3 !
prm——" | Supportset || Support set | Support set | | 11K - | (Weirht @, IULRE @y*) T
L - —l}/ﬂ || e |f ["r'--:_. i Inner updates Aleli-learmimg foss
: : =1 Query
N = oo i e (N TRE EE (Weight 9()) e
(a) - ib)

1. Regularized Fingrained Meta Face Ansipoofing, AAAI 2020
2. Learning Meta Model for Zerand Fewshot Face Antspoofing, AAAI 2020
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Algorithm 1 AIM-FAS in training stage
input: K-shot (K >= 0) FAS training tasks W;, learning

I\/I et a L e ar n I n g rate 3, number of inner-update steps wu, initial value of AIU
parameters « and .
output: Meta-learner’s weight 6, AIU parameters o and .
: initialize # and AIU parameters « and 7.
: pre-train the meta-learner on the train set.
: while not done do
sample batch tasks 7; € U,
for each of 7; do
0\ =0
for j <u do

(4)
ﬁsl("’i)(gij ) = TS0l 2 yes(r) l(fegj)_(m)ﬂy)
3§3+1) - ggj) — Al Vggﬂﬁs(n)(@?))

. (3+1) 1
s Lol )+ Tatrol 2=zyeq(r) oo (@), y)

A A learner to handle all meta learning tasks

A Training sef{metatrain set +metatest set),testing set
A E.g., domain 1,2,8 train, domain 44 test

A Meta-task 1: domain 1,2, metatrain, domain 34 meta-test
A Meta-task 2: domain 1,8, metatrain, domain 2 meta-test
A Meta-task 3: domain 2,3, metatrain, domain 1A metatest

N 90 NN Ui Wb

11: jg=7+1

12: end

13: end ()
14: (97 a, ’\/) — (9: a, ’}/) - 6 ) V(Q,Oﬁ,’}f) ZTZ- £Q(Tz‘)(9i )
15: end

Meta Learner for taskl

Meta Learner for task2

Learner
Meta Learner for task3

Meta Learner for task4
1. Learning Meta Model for Zerand Fewshot Face Antspoofing, AAAI 2020
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Algorithm 1 AIM-FAS in training stage
input: K-shot (K >= 0) FAS training tasks W;, learning

I\/I eta L e ar n i n g rate 3, number of inner-update steps wu, initial value of AIU

parameters « and .
output: Meta-learner’s weight 6, AIU parameters o and .

1 : initialize # and AIU parameters « and .
. 2 : pre-train the meta-learner on the train set.
A A learner to handle all meta learning tasks 3 : while not done do
.. ) ) 4 : sample batch tasks 7; € Wy
A Training sefmetatrain set +metatest set),testing set 5 : for each of 7; do
6: 0 =0
A Choose meta tasks 7% ferj < udo
: . : . ()
A Update meta learner (inner updatd) metatrain losses 8: Lo (0") < moon Lawestn) (oo (0).9)
9 : 07T 09 — a4V ) Loy (6
A Compute metaest losses % ( u+1§) “17’ - 017 U(); i )( .
_ 10: L (73) 0, el 2o, - I(fy(Z), y
A Update learner wittmeta-test losses T pe g N
12: end
13: end o
14: (97 , ’\/) — (9? x, ’}/) - 6 ) V(Q,Oé,’}f) ZTZ- ﬁQ(Tz‘)(QZ‘ )
15: end

Meta Learner for taskl

Meta Learner for task2

Learner
Meta Learner for task3

Meta Learner for task4
1. Learning Meta Model for Zerand Fewshot Face Antspoofing, AAAI 2020
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Algorithm 1 Regularized Fine-grained Meta Face Anti-spoofing

. Require:
Input: N source domains D = [Dy, D4, ..., Dy].

M eta L e ar n I n Initialization: Model parameters #p. 0, 85, Hyperparame-
ters v, 3

I: while not done do

2: Randomly select (N — 1) source domains in D as Dy,
and the remaining one as [,

3: Meta-train: Sampling batch in each domain in Dy, as 'ﬁ

A A learner to handle all meta learning tasks I v- e
A Training sefmetatrain set +metatest set),testing set Y eumred = S T C8

u)f-:)f;(l — M(F(x)))

A Choose meta tasks 6 O = 0w = aVoy Loy (Bribar)
7 Ly, .;:[!‘.;LHF Hp) = Zu_ﬂ-\,r |D(F(z)) — I||7
A Update meta learner (inner updatd) meta-train losses . ?,';3;“:;“ Sumpling b i D037
A Compute metaest losses 10 E ConrOr-0n) = o e
_ i (1 — y)log(1l — M’ (F(r))) ,
A Update learner withmeta-test losses + met&ain losses 1 Loy (06:00) = T, 1y [P(F () — 1|2
12:  Meta-optimization: .
13: ?ar — G — _Svg_w[.-\i: (ﬁf'ﬂsf'h](ﬂf"ﬁl”) -+
Lonn) (0F.631,")) )
14:  fg o O — BVe.(Lp., 7 (0r.0D) +
-El(ﬁf'ﬂ.qi"f. :-{E‘I‘L"'{-"I‘.“I:I + Ef)..p-:"j'_. :-[;ﬁ}" HD) T
Lepner)(Br.631,")))
15: Hﬂ . 00 — BVe,(Lp,7 (Br.0p) +

z (Lpp5)(BE.6D)))

16: end “hlle
17: return Model parameters #¢, B0, 8

1. Regularized Fingrained Meta Face Ansipoofing, AAAI 2020
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CrossdatabaseDomainAdaption

A Enforce features to be domainvariant
A Domain adaption [1,2]
A Metric learning [3,5,6]
A Meta learning [7,8]

Learning Generalizable and IdentDyscriminative Representations for Face Aioofing, TIFS, 2018
Unsupervised Domain Adaptation for Face /Apbofing TIFS 2018

Multi-adversarial Discriminative Deep Domain Generaliza@/PR2019

Domain Adaptation in MukChannel Autoencoder based Features for Robust FaceSpntfing|CB2019
Improving Crosslatabase Face Presentation Attack Detection via Adversarial Domain Adaptation, ICB 2019
SingleSide Domain Generalization for Face Apbofing, CVPR 2020

Regularized Firgrained Meta Face Ansipoofing, AAAI 2020

Learning Meta Model for Zerand Fewshot Face Antspoofing, AAAI 2020

ﬁ MICHIGAN STATE UNIVERSITY 30 |IJCB 2020
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UnknownAttackDetection

AOneclass classifier
AOneclassSVM
AGaussian Mixture Model
A AutoEncoder

AZeroshot learning

An Anomaly Detection Approach to Face Spoofing Detection: A New Formulation and Evaluation,PEG&otess2017
Unknown Presentation Attack Detection with Face RGB Im&gB018

Deep Anomaly Detection for Generalized Face-8ptiofing CVPRW2019

4. Deep Tree Learning for Zeshot Face AntSpoofing, CVPR 2019

ﬁ MICHIGAN STATE UNIVERSITY 31 1IJCB 2020
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An Anomaly Detection Approach to Face Spoofing Detection: £
New Formulation and Evaluation Protocol

A very comprehensive study on various hamdfted feature and classifiers.
AFeature: LBHFOPLPQTOP, BSIFOP, Image quality measures
AClassifier: SVM1, SVM2, LDA2, Sparse representation classifier (SRC)1, SRC
ADataset: CASIFASD, Replasttack, MSUMFSD

1. Arashlookt. al., An Anomaly Detection Approach to Face Spoofing Detection: A New Formulation and Evaluation Bodtocol

ﬁ MICHIGAN STATE UNIVERSITY IJCB 2020



An Anomaly Detection Approach to Face Spoofing Detection: £
New Formulation and Evaluation Protocol

A very comprehensive study on various hamdfted feature and classifiers.
A Feature: LBHFOPLPQTOP, BSIFOP, Image quality measures
A Classifier: SVM1, SVM2, LDA2, Sparse representation classifier (SRC)1, SRC 2
A Dataset: CASIBASD, Replasttack, MSUMFSD

A Conclusionneither the twoclass systems nor the orass approaches perform well

enough

1. Arashlookt. al., An Anomaly Detection Approach to Face Spoofing Detection: A New Formulation and Evaluation P@dfocol
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Unknown Presentation Attack Detection with Face RGB
Images

A very comprehensive study on various hamdfted feature and classifiers.
A Feature: Color LBP
A Classifier: SVM1, Auto Encoder, GMM
A Dataset: CASHBASD, Replasttack, MSUMFSD

1. Xionget. al., Unknown Presentation Attack Detection with Face RGB Im&j22018
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Unknown Presentation Attack Detection with Face RGB
Images

CASIA Replay-Attack MSU All

Video | Cut Photo | Warped Photo | Video | Digital Photo | Printed Photo | Printed Photo | HR Video | Mobile Video | Mean | Std
OC-SVMgpr + IMQ[1] | 68.89 61.95 74.80 98.24 90.82 53.23 63.94 63.00 76.38 72.80 | 1448
OC-SVMpggir + BSIF[1] | 70.74 60.73 95.90 84.03 88.14 73.66 64.81 87.44 74.69 78.68 | 11.74
SVMggr + LBP[5] 91.49 91.70 84.47 99.08 98.17 87.28 47.68 99.50 97.61 88.55 | 16.25
NN + LBP 94.16 88.39 79.85 99.75 95.17 78.86 50.57 99.93 93.54 86.69 15.56
GMM + LBP 90.91 77.52 62.61 93.20 87.80 89.19 68.18 91.21 94.04 83.85 11.60
OC-SVMpgpr + LBP 91.21 82.32 65.58 91.55 84.97 87.19 71.46 96.89 93.57 8497 1042
\ AE + LBP 87.00 80.48 65.84 88.62 84.67 85.09 71.25 96.00 95.64 83.84 10.10

ADataset: CASIFASD, Replasttack, MSUMFSD

A Conclusion: improvthe performance

A NN+LBRvorksbeston C+R+Mprotocols
A AE+LBRvorksbeston Ouluprotocols
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Deep Anomaly Detection for Generalized Face3yubpfing

Anchor

A Deep metric learning ﬁ

A Triplet Focal loss

A Focus on the harder cases Slosile

-

(*) Shared weights

1. PerezCabo et. al., Deep Anomaly Detection for Generalized Face&patfing CVPRW2019
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| iteratureandlssues

ALimitedSpoofTyped-2 t

|
T .
AOnlymodelthe live distribution-2 L'l
" .
" )
H !
- C oo
o ° ,//
|\\ ° ¢ ’,/’/
>
® Live

® Known Spoof
Unknown Spoof

1. S. RArashlocet. al. An anomaly detectiompproach to face spoofing detection: a new formulatamd evaluation protocol.
2. F.Xiongand W.AbdalmageedUnknown presentation attaotetection with face RGB imagd3TAS018
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What if More Spoof Types?

/s

Half Mas Silicone Transparent Papercraft Mannequin
3D Mask Attacks

‘

1) ‘ 4 3 fa
Obfuscation  Imperson. Cosmetic Funny Eye  Paperglasses Partial Paper

Makeup Attacks Partial Attacks

i’

Print
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Deep Tree Learning for Zesbot Face Anspoofing

APreviousnethodsonly modelthe live  Attr4  Attrl
ALearningsemanticspoofattributes

® Live
® Known Spoof
Unknown Spoof

1. Liu et. al., Deep Tree Learning for Zshot Face Antbpoofing, CVPR 2019
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Deep Tree Networks (DTN)

256 ¢ LY
(RGB+HSV)

ConvolutionaResidualUnit

CRU
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TreeRoutingUnit

Leaf
Nodes

4
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Deep Tree Networks (DTN)
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Deep Tree Networks (DTN)
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Deep Tree Networks (DTN)
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Deep Tree Networks (DTN)
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Deep Tree Networks (DTN)
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SupervisedreatureLearning

/ 40 4
Leaf Node
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SupervisedreaturelLearning 2#19
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Databases and testing protocols

ReplayAttack 1200 2012
CASIA-ASD RGB X 3 50 600 2012
3DMAD RGB, Depth X 1 17 510 2014
MSUMFSD RGB X 3 95 280 2015
MSUUSSA RGB X 8 1000 9,000 (1) 2016
HKBU MAR RGB X 2 35 1008 2016
MiwW RGB X 3 434 1604 2017
OULUNPU RGB X 4 55 4950 2017
SIW RGB X 6 165 4478 2018
SIWM RGB X X X 13 493 1630 2019
CASIASURF RGB, NIR, Depth X 1000 21000 2019
WMCA RGB, NIR, Deptiithermal X X 7 72 1679 2019
CelebASpod RGB X X 4 10,177 625,537 (1) 2020
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Replay Attack Database

ReplayAttack 1200 2012

A Controlled/adverse sessions

ﬁdﬂd@d&ﬁ&@fﬁé’ EffebweielSSof Mocal Binary Patterns in Facespoifing, BIOSIG, 2012 UCB 2020



CASIAFASD Database

CASIA-ASD 2012

AThree different image quality

AEye cut to counter the eyklinking methods

1. Zhang et. al., A FagantispoofingDatabase with Diverse Attacks, ICB, 2012
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MSUMFSD Database

MSUMFSD 2015

ATwo capture devices

A Build-camerain MacBookAir 13 (640+480)

A Frontcamerain Google Nexus 5 Android phone, |

AMostly used with CASIA and Replay

1. Wen et. al., Face Spoof Detection with Image Distortion Analysis, TIFS 2015
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MSUUSSA Database

MSUMFSD 2015

ALive images from Internet

AHigherresolutioncomparedwith MFSD

A Frontfacing camera in the Google Nexus 5 Android
phone (1280 960).

A Rearfacing camera in the Google Nexus 5 Android
phone (3264x 2448)

ASpoof from 8 devices

1. Patelet. al.,Secure Face Unlock: Spoof Detection on Smartphofiés 2016
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OULUNPU Database

OULUNPU 4950 2017
A6 camera, 1080P resolution

A Comprehensive evaluation protocols

1. Boulkenafetet. al., OULUNPU: A Mobile Face Presentation Attack Database with\Redd Variations, FG, 2017
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SiWDatabase

4478 2018
APose, illumination, expression
AMore subjects

AComprehensive evaluation protocols

1. Liuet. al., Learning Deep Models for Face-8pthofing: Binary or Auxiliary Supervisia@WPR, 2018
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CASIASURF Database

CASISURF RGB, NIR, Depth 1000 21000 2019

AMulti modalities Jalit ' n.:. .-
o oo ERRCHCRINEY
AMore subjects/videos ' L @

e SBE I 2 B A o 1%
1 i} ms | B ' i VT
roe e gy R i, S o 4P

1. Zhang et. al., CASBURF: A Largeale Multtimodal Benchmark for Face Assfoofing, CVPR 2019
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3DMAD Database

3DMAD RGB, Depth 2014

AMulti modalities

AMore subjects/videos

1. Erdogmuset. al.,Spoofing in 2D Face Recognition with 3D Masks anespatifing with Kinect, BTAS 2013
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HKBU MAR Database

HKBU MAR 1008 2016

1. Liu et. al.rPPQCorrespondence Feature for 3D Mask Face Presentation Attack Detection, ECCV 2018
2. Liu et. al., 3D Mask Face Aggioofing with Remote Photoplethysmography, ECCV 2016
3. Liuet. al., A 3D Mask Face Aspibofing Database witRealWorldvariations, CVPRW 2016
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SIWM Database

SIWM 1630 2019
AMore spoof types
A Leaveone-out testingprotocols

Alncludehard live and spoof samples

1. Liuet. al., Deep Tree Learning Hwroshot Face AniSpoofing CVPR 2019
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