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Introduction

1. http://cvlab.cse.msu.edu/pages/presentation.html
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Session I
Face Anti-Spoofing: Detection and Visualization

Host: YaojieLiu

ComputerVision Lab



Face: Easy-to-use Biometric Modality
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A General Face Recognition Flow
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Is This Secure?

10

Subject

Phone

Financial

Gate

Transportation 
Security

Χ

Access?

Insecure!

άaŀǘŎƘΗέ

Χ

Subject2

Subject1

SubjectN

Face Recognition 
System

Χ

Subject2

Subject1

SubjectN

Presentation 
Attack



FaceAnti-Spoofing
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The Development

ÅInteraction-based methods (2006-2010)

ÅTexture-based methods (2010-2017)

ÅDeep-learning-based methods (2017-2020)
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Texture-based Methods

ÅJ. Maatta, et. al., Face Spoofing Detection from Single Images using Micro-Texture Analysis, IJCB, 2011.

ÅJ. Galbally, et. al., Face Anti-Spoofing Based on General Image Quality Assessment, ICPR, 2014.

ÅZ. Boulkenafet, et. al., Face Anti-Spoofing Based on Color Texture Analysis, ICIP, 2015

ÅS. Liu, et. al., 3D Mask Face Anti-Spoofing with Remote Photoplethysmography, ECCV, 2016.

ÅZ. Boulkenafet, et. al., Face Anti-Spoofing Using Speeded Up Robust Features and Fisher Vector Encoding, IEEE Signal 
Processing Letters, 2017.

ÅA. Agarwal, et. al., Face anti-spoofing using Haralickfeatures, BTAS, 2016.

ÅK. Patel, et. al., Secure face unlock: Spoof detection on smartphones, TIFS, 2016.

ÅK. Patel, et. al., Live face video vs. spoof face video: Use of moire patterns to detect replay video attacks, ICB, 2015. 
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The Development

ÅInteraction-based methods (2006-2010)

ÅTexture-based methods (2010-2017)

ÅDeep-learning-based methods (2017-2020)
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Deep-Learning-Based Methods

15

I

E

live/spoof

direct FAS

I

E

live/spoof

M

norm

auxiliary FAS generative FAS

I

E

live/spoof

norm

trace

G

D

I - trace

real/fake

I live

RNN

live/spoof

M

temporalFAS

IIIII



Deep-Learning-Based Methods
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Direct FAS

ÅCNN is trained to do a binary classification: live vs spoof
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Direct FAS

ÅMLP / CNN feature + SVM classifier

ÅSearch different input to improve performance

ÅFeatures (LBP, IQM)

ÅFace scales

ÅColor spaces (RGB, HSV, YCbCr)
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1. Yang et. al., Learn Convolutional Neural Network for Face Anti-Spoofing. arXiv2014.
2. Xu et. al., Learning temporal features using LSTM-CNN architecture for face anti-spoofing. ACPR 2015.



Drawbacks

ÅLimited data Ą overfitting

ÅLabel ambiguity
Ånon-spoofing cues > spoofing cues
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Patch-based CNNs

ÅCNN is trained to do a binary classification for each face patch
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1. Yousef Atoum et. al., Face Anti-Spoofing Using Patch and Depth-Based CNNs,  IJCB,2017
2. Gustavo Botelho de Souza et. al., On the Learning of Deep Local Features for Robust Face Spoofing Detection, SIBGRAPI, 2018
3. Xiao Yang et.al., Face Anti-Spoofing: Model Matters, So Does Data, CVPR, 2019
4. DRL-FAS: A Novel Framework Based on Deep Reinforcement Learning for Face Anti-Spoofing , arXiv, 2020
5. Look Locally Infer Globally: A Generalizable Face Anti-Spoofing Approach, arXiv, 2020



Patch-based CNNs
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1. Yousef Atoum et. al., Face Anti-Spoofing Using Patch and Depth-Based CNNs,  IJCB,2017

ÅBenefits
ÅMitigate overfitting (+ training samples)

ÅLight-weight network

ÅChallenges
ÅEfficiency v.s. performance?

ÅEnd-to-end training

ÅPatch scales 



Patch-based CNNs
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1. Yousef Atoum et. al., Face Anti-Spoofing Using Patch and Depth-Based CNNs,  IJCB,2017

ÅBenefits
ÅMitigate overfitting (+ training samples)

ÅLight-weight network

ÅChallenges
ÅEfficiency v.s. performance?

ÅEnd-to-end training

ÅPatch scales 



Global + Patch CNN

25

1. Yang et. al., Face Anti-Spoofing: Model Matters, So Does Data, CVPR 2019

ÅStage 1: global face training (TASM)

ÅLearn features for RAM

ÅStage 2: local region training 
(RAM+SASM)

ÅRAM: region proposals

ÅSASM: patch-based CMM

ÅTesting: TASM+RAM+SASM



RegionAttentionModule(RAM)

Locatesthe discriminative and significant sub-regions

ÅRAMoutput 2*Kparameters:offsetsandtranslationof Kpatches
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1. Yang et. al., Face Anti-Spoofing: Model Matters, So Does Data, CVPR 2019



Examplesof Attention

ÅLiveattentionsareon face

ÅSpoofattentionsarediverse
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1. Yang et. al., Face Anti-Spoofing: Model Matters, So Does Data, CVPR 2019



Global + Patch CNN 2

ÅApply fully convolutional network (FCN)

ÅStage 1: global face training

ÅProvide better locations to crop 
patches

ÅStage 2: local region training

ÅRandom sizes/scales

ÅTesting: Global face

ÅImprove efficiency with GPU testing

29

1. Look Locally Infer Globally: A Generalizable Face Anti-Spoofing Approach, arXiv, 2020



Global + Patch CNN 2
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1. Look Locally Infer Globally: A Generalizable Face Anti-Spoofing Approach, arXiv, 2020



Global + Patch CNN 3

31

1. DRL-FAS: A Novel Framework Based on Deep Reinforcement Learning for Face Anti-Spoofing , arXiv, 2020

ÅApply deep reinforcement learning to 
choose the best patch for decision

ÅStage 1: global feature training

ÅStage 2: find the best local patch

ÅVia RNN

ÅTrained by DRL as finding patch w/ 
higher score

ÅTesting: Global feature + best local feature



Global + Patch CNN 3
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1. DRL-FAS: A Novel Framework Based on Deep Reinforcement Learning for Face Anti-Spoofing , arXiv, 2020



Deep-Learning-Based Methods
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Auxiliary FAS

ÅCNN is trained to do auxiliary tasks, which can help face anti-spoofing

34

1. Face anti-spoofing using patch and depth-based CNNs. IJCB 2017.
2. Learning deep models for face anti-spoofing: binary or auxiliary supervision. CVPR 2018. 
3. Face de-spoofing: anti-spoofing via noise modeling. ECCV 2018.
4. Exploiting temporal and depth information for multi-frame face anti-spoofing, arXiv2019
5. Aurora guard: real-time face anti-spoofing via light reflection, arXiv2019
6. Meta Anti-spoofing: Learning to Learn in Face Anti-spoofing, arXiv2019
7. Multi-adversarial discriminative deep domain generalization for face presentation attack detection. CVPR 2019
8. Deep tree learning for zero-shot face anti-spoofing. CVPR 2019

CNN
AuxiliarySupervision

Depth map rPPGsignal



Depth Estimation

ÅCan CNN learn specifictasks that contain anti-spoofing information?

1. Y. Liu, A. Jourabloo, and X. Liu. Learning deep models for face anti-spoofing: Binary or auxiliary supervision.CVPR 2018

Flat SurfaceRich Depth Information



How to Obtain Depth Map Label?

ÅDepth for live faces: 3D face fitting* + z-buffering rendering

ÅDepth for spoof faces: zeromaps
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1. Y. Liu, A. Jourabloo, and X. Liu. Learning deep models for face anti-spoofing: Binary or auxiliary supervision.CVPR 2018
2. Y. Liu, A. Jourabloo, W. Ren, and X. Liu. Dense Face Alignment.ICCVW 2017.
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What If Warping Paper?
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1. https://www.youtube.com/watch?v=b3gUwkJJuRs



What If Warping Paper?
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1. https://www.youtube.com/watch?v=OQN0VUWUxyc



Why It Works?

ÅLocal responses 

ÅMulti-scale features

ÅAddition knowledge (> 0/1 map)

39



Reflection Estimation

ÅCan CNN learn specifictasks that contain anti-spoofing information?

1. T. Kim. BASN: Enriching Feature Representation Using Bipartite Auxiliary Supervisions for Face Anti-Spoofing.ICCVW 2019
2. Z. Yu, et. al., Face Anti-Spoofing with Human Material Perception, ECCV 2020



Reflection Estimation

ÅDepth map: unipartite supervision

ÅDepth + reflection: bipartite 
supervision

ÅReflection ground truth provided by 
[2]

1. T. Kim. BASN: Enriching Feature Representation Using Bipartite Auxiliary Supervisions for Face Anti-Spoofing.ICCVW 2019
2. X. Zhang, et. al., Single image reflection separation with perceptual losses. CVPR, 2018.
3. Z. Yu, et. al., Face Anti-Spoofing with Human Material Perception, ECCV 2020



Reflection Estimation

1. T. Kim. BASN: Enriching Feature Representation Using Bipartite Auxiliary Supervisions for Face Anti-Spoofing.ICCVW 2019



Network Designs

1. Y. Liu, A. Jourabloo, and X. Liu. Learning deep models for face anti-spoofing: Binary or auxiliary supervision.CVPR 2018



Depth Map CNN

ÅRGB+HSV as input

ÅFully convolutional network

ÅShort-cut connection to fusemulti-scale features

ÅDepth map regression loss: fl Ὀ Ὀ

44

1. Y. Liu, A. Jourabloo, and X. Liu. Learning deep models for face anti-spoofing: Binary or auxiliary supervision.CVPR 2018
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Central Difference Conv

ÅVanilla conv:

ÅCentral difference conv:

ÅFinal design: 

45

1. ZitongYu et al., Searching Central Difference Convolutional Networks for Face Anti-Spoofing, CVPR2020



Central Difference Conv

ÅDifferent theta

ÅDifferent various convolution
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1. ZitongYu et al., Searching Central Difference Convolutional Networks for Face Anti-Spoofing, CVPR2020



Network Architecture Search

Å(a) net frame

Å(b) cell structure

Å(c) node search space

47

1. ZitongYu et al., Searching Central Difference Convolutional Networks for Face Anti-Spoofing, CVPR2020



NAS Result

Å(a) net frame

Å(b) cell structure

Å(c) node search space

48

1. ZitongYu et al., Searching Central Difference Convolutional Networks for Face Anti-Spoofing, CVPR2020



Deep-Learning-Based Methods

51
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Temporal FAS

ÅCNN is trained to leverage temporal 
information with spatial information
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1. Xu et. al., Learning temporal features using LSTM-CNN architecture for face anti-spoofing. ACPR 2015.
2. Gan et. al., 3D Convolutional Neural Network Based on Face Anti-spoofing, ICMIP 2017
3. Yang et. al., Face Anti-Spoofing: Model Matters, So Does Data, CVPR 2019
4. Feng et. al., Integration of image quality and motion cues for face anti-spoofing: Aneural network approach. JVCI 2016.
5. Liu et. al., Learning deep models for face anti-spoofing: binary or auxiliary supervision. CVPR 2018. 
6. Zhang et. al., Exploiting temporal and depth information for multi-frame face anti-spoofing, arXiv2019
7. Liu et. al., 3D Mask Face Anti-spoofing with Remote Photoplethysmography, ECCV 2016
8. Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack Detection, ECCV2018
9. Xu et. al., On Improving Temporal Consistency for Online Face Liveness Detection System. arXiv2020



Temporal FAS

ÅVanilla RNN [1,2,3]

ÅTemporal features [4]

ÅAuxiliary temporal tasks [5,7,8]

ÅTemporal consistency [6,9]
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1. Xu et. al., Learning temporal features using LSTM-CNN architecture for face anti-spoofing. ACPR 2015.
2. Gan et. al., 3D Convolutional Neural Network Based on Face Anti-spoofing, ICMIP 2017
3. Yang et. al., Face Anti-Spoofing: Model Matters, So Does Data, CVPR 2019
4. Feng et. al., Integration of image quality and motion cues for face anti-spoofing: Aneural network approach. JVCI 2016.
5. Liu et. al., Learning deep models for face anti-spoofing: binary or auxiliary supervision. CVPR 2018. 
6. Zhang et. al., Exploiting temporal and depth information for multi-frame face anti-spoofing, arXiv2019
7. Liu et. al., 3D Mask Face Anti-spoofing with Remote Photoplethysmography, ECCV 2016
8. Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack Detection, ECCV2018
9. Xu et. al., On Improving Temporal Consistency for Online Face Liveness Detection System. arXiv2020
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Temporal FAS

ÅVanilla RNN [1,2,3]

ÅTemporal features [4]

ÅAuxiliary temporal tasks [5,7,8]

ÅTemporal consistency [6,9]

54

1. Xu et. al., Learning temporal features using LSTM-CNN architecture for face anti-spoofing. ACPR 2015.
2. Gan et. al., 3D Convolutional Neural Network Based on Face Anti-spoofing, ICMIP 2017
3. Yang et. al., Face Anti-Spoofing: Model Matters, So Does Data, CVPR 2019
4. Feng et. al., Integration of image quality and motion cues for face anti-spoofing: Aneural network approach. JVCI 2016.
5. Liu et. al., Learning deep models for face anti-spoofing: binary or auxiliary supervision. CVPR 2018. 
6. Zhang et. al., Exploiting temporal and depth information for multi-frame face anti-spoofing, arXiv2019
7. Liu et. al., 3D Mask Face Anti-spoofing with Remote Photoplethysmography, ECCV 2016
8. Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack Detection, ECCV2018
9. Xu et. al., On Improving Temporal Consistency for Online Face Liveness Detection System. arXiv2020
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Vanilla RNN

ÅDirectly feed multiple frames to network
ÅRNN, LSTM Ą binary classification

Å3D Convolution

ÅConcatenation

55

1. Xu et. al., Learning temporal features using LSTM-CNN architecture for face anti-spoofing. ACPR 2015.
2. Gan et. al., 3D Convolutional Neural Network Based on Face Anti-spoofing, ICMIP 2017
3. Yang et. al., Face Anti-Spoofing: Model Matters, So Does Data, CVPR 2019



Temporal Features

ÅUse temporal features as input

ÅFace optical flow

ÅScene optical flow

56

1. Feng et. al., Integration of image quality and motion cues for face anti-spoofing: Aneural network approach. JVCI 2016.



Temporal FAS

ÅVanilla RNN [1,2,3]

ÅTemporal features [4]

ÅAuxiliary temporal tasks [5,7,8]

ÅTemporal consistency [6,9]
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1. Xu et. al., Learning temporal features using LSTM-CNN architecture for face anti-spoofing. ACPR 2015.
2. Gan et. al., 3D Convolutional Neural Network Based on Face Anti-spoofing, ICMIP 2017
3. Yang et. al., Face Anti-Spoofing: Model Matters, So Does Data, CVPR 2019
4. Feng et. al., Integration of image quality and motion cues for face anti-spoofing: Aneural network approach. JVCI 2016.
5. Liu et. al., Learning deep models for face anti-spoofing: binary or auxiliary supervision. CVPR 2018. 
6. Zhang et. al., Exploiting temporal and depth information for multi-frame face anti-spoofing, arXiv2019
7. Liu et. al., 3D Mask Face Anti-spoofing with Remote Photoplethysmography, ECCV 2016
8. Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack Detection, ECCV2018
9. Xu et. al., On Improving Temporal Consistency for Online Face Liveness Detection System. arXiv2020
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rPPGEstimation

ÅRemote photoplethysmography: heartbeat measurement from 
human skin using a non-contact camera

58

1. Liu et. al., Learning deep models for face anti-spoofing: binary or auxiliary supervision. CVPR 2018. 
2. Liu et. al., 3D Mask Face Anti-spoofing with Remote Photoplethysmography, ECCV 2016
3. Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack Detection, ECCV2018

print/replay

Live Face 3D Mask Spoof Face Print/Replay Spoof Face



What is rPPG?
ÅRemote photoplethysmography: heart beat measurement from human skin using 

a non-contact camera

59

1. https://www.youtube.com/watch?v=Lazr_5Yfm-w

https://www.youtube.com/watch?v=Lazr_5Yfm-w


RNN Architecture
ÅCNN features as input

ÅUse non-rigid registration layer to align the features

ÅLSTM + FFT to predict rPPG

60

1. Yaojie Liu, Amin Jourabloo, and Xiaoming Liu. Learning deep models for face anti-spoofing: Binary or auxiliary supervision.CVPR 2018.
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How to Obtain rPPGLabel?

ÅLive faces: from off-the-shelf method*

ÅSpoof faces: Direct assignment as zero

61

1. Liu et. al., Learning deep models for face anti-spoofing: Binary or auxiliary supervision.CVPR 2018.

2. *Haanet. al., Robust pulse-rate from chrominance-based rPPG, IEEE Transactions on biomedical engineering

ExtractedrPPG
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Non-rigid Registration Layer

ÅUse 3D shape to compute offset 

ÅUse offset to deform the features

ÅDifferentiable

62

1. Yaojie Liu, Amin Jourabloo, and Xiaoming Liu. Learning deep models for face anti-spoofing: Binary or auxiliary supervision.CVPR 2018.



Temporal FAS

ÅVanilla RNN [1,2,3]

ÅTemporal features [4]

ÅAuxiliary temporal tasks [5,7,8]

ÅTemporal consistency [6,9]
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1. Xu et. al., Learning temporal features using LSTM-CNN architecture for face anti-spoofing. ACPR 2015.
2. Gan et. al., 3D Convolutional Neural Network Based on Face Anti-spoofing, ICMIP 2017
3. Yang et. al., Face Anti-Spoofing: Model Matters, So Does Data, CVPR 2019
4. Feng et. al., Integration of image quality and motion cues for face anti-spoofing: Aneural network approach. JVCI 2016.
5. Liu et. al., Learning deep models for face anti-spoofing: binary or auxiliary supervision. CVPR 2018. 
6. Zhang et. al., Exploiting temporal and depth information for multi-frame face anti-spoofing, arXiv2019
7. Liu et. al., 3D Mask Face Anti-spoofing with Remote Photoplethysmography, ECCV 2016
8. Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack Detection, ECCV2018
9. Xu et. al., On Improving Temporal Consistency for Online Face Liveness Detection System. arXiv2020

RNN

live/spoof

M

IIIII



Temporal Consistency

ÅMapsingleframeto depthmap

ÅIntroduceframe-to-framemotion to completedepthmap

ÅConcatall mapsto geta final score

64

1. Wanget. al.,Exploiting temporal and depth information for multi-frame face anti-spoofing, CVPR2020


