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A General Face Recognition Flow
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Is This Secure?
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FaceAnt-Spoofing
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The Development

Alnteractionbased methods2006-2010
ATexturebased methods20102017)
ADeeplearningbased methods (2012020)
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Texturebased Methods

A J.Maatta, et. al., Face Spoofing Detection from Single Images using-Migtore Analysi$JCB2011.
A J.Galballyet. al., Face AnBpoofing Based on General Image Quality Assessh@RiR2014.

A Z.Boulkenafet et. al., Face AnBpoofing Based on Color Texture AnalyS§ik? 2015

A 'S. Liu, et. al., 3D Mask Face Mibofing with Remote PhotoplethysmograpBgZC\V2016.

A Z.Boulkenafet et. al., Face AnBpoofing Using Speeded Up Robust Features and Fisher Vector Enédeihgjgnal
Processing Letter2017.

A A. Agarwal, et. al., Face aspoofing usinddaralickieatures,BTAS2016.
A K. Patel, et. al., Secure face unlock: Spoof detection on smartphbif€2016.
A K. Patel, et. al., Live face video vs. spoof face video: Useif patterns to detect replay video attack€B 2015.
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The Development

Alnteractionbased methods2006-2010
ATexturebased methods20102017)
ADeeplearningbased methods (201-2020)
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DeeplLearningBased Methods
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DeeplLearningBased Methods

=/

live/spoof

direct FAS
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Direct FAS

ACNN is trained to do a binary classification: live vs spoof

Binary
Supervision
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Direct FAS

. FC Layers

g ' o Genuine
e + © or Fake

A MLP / CNN feature + SVM classifier

A Search different input to improve performanc
A Features (LBP, IQM)
A Face scales

A Color spaces (RGB, H8EZpCOr

1. Yang et. al., Learn Convolutional Neural Network for FaceSpatfingarXiv2014.
2. Xu et. al., Learning temporal features using LEMN architecture for face ardpoofing. ACPR 2015.
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Drawbacks

Male vs. Female?

Head Pose?
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Patchbased CNNs

ACNN is trained to do a binary classification for each face patch

Input Frame S Extracted Patch Spoof
- Patches S g
Face cores Live
| — — Patched-based CNN Fusion
Spoof

Yousef Atounet. al, Face AntSpoofing Using Patch and Def@ased CNNsIJCB2017

Gustavo Botelho de Souza et. al., On the Learning of Deep Local Features for Robust Face Spoofing Detection, SIBGRAPI, 2018
Xiao Yang etl.,Face AntiSpoofing: Model Matters, So Does Data, CVPR, 2019

DREFAS: A Novel Framework Based on Deep Reinforcement Learning for Fe8pobfitig arXiv 2020

Look Locally Infer Globally: A Generalizable FaceSpatdfing ApproactarXiy 2020
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ok wn e



Patchbased CNNs

ABenefits o R \
. .. . . [ Patch Score [/ Face Images °
AMitigate overfitting (+ training samples) = ooy |
A Lightweight network >t
AChallenges
AEfficiencyv.s performance?

AEndto-end training r
APatch scales

1. Yousef Atounet. al, Face AntSpoofing Using Patch and Defgased CNNsIJCB2017
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Patchbased CNNs

ABenefits e L \
. .. . . [ Patch Score [/ Face Images
AMitigate overfitting (+ training samples) O L
ALightweight network -t
AChallenges
A Efficiency.s performance?

AEndto-end training B
APatch scales

1. Yousef Atounet. al, Face AntSpoofing Using Patch and Defgased CNNsIJCB2017
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Global + Patch CNN

AStage 1: global face training (TASM)

ALearn features for RAM M frames Py — TASME

A Stage 2: local region training : ;TR —'I—’B i
(RAM+SASM) g - 5
ARAM: region proposals _-_--_-_-_-_-_-_-_-_-t—-_-_-_-_-—-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_--.
ASASM: patcivased CMM e —-/__\—~ - i
ATesting: TASM+RAM+SASM Ny | ﬁ-’,_,‘./~"5
— SASM

1. Yang et. al., Face Arpoofing: Model Matters, So Does Data, CVPR 2019

ﬁ MICHIGAN STATE UNIVERSITY 25 IJCB 2020



RegionAttention Module (RAM)

Locateghe discriminative and significant suibgions
ARAMoutput 2* K parametersoffsetsandtranslationof K patches

Sampler

.—r — @l — M*K*2 % __

M*2048*7*7 Convolution 1x1 LSS T I
parameters

M Images

1. Yang et. al., Face Arpoofing: Model Matters, So Does Data, CVPR 2019
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Example®sf Attention

ALiveattentionsare on face
A Spoofattentionsare diverse

1. Yang et. al., Face Arpoofing: Model Matters, So Does Data, CVPR 2019
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Global + Patch CNN 2

A Apply fully convolutional network (FCN

AStage 1: global face training

AProvide better locations to crop
patches

A Stage 2: local region training
ARandom sizes/scales

ATesting: Global face

Almprove efficiency with GPU testing

1. Look Locally Infer Globally: A Generalizable FaceSpatdfing ApproacharXiv 2020
ﬁ MICHIGAN STATE UNIVERSITY
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Global + Patch CNN 2

Live Replay Print Half-Mask Silicone Mask Trans. Mask Paper Mask

) i_ n
A1y

0.99

0.79
Mannequin Obfuscation Impersonation Cosmetic FunnyEye Paper Glasses
"
>
0.99 0.62 0.99 0.91 0.98 0.99

1. Look Locally Infer Globally: A Generalizable FaceSpanfing ApproachkgrXiy 2020
ﬁ MICHIGAN STATE UNIVERSITY 30
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Global + Patch CNN 3

AApply deep reinforcement learningto
choose the best patch for decision ﬂ

Feature map F

—p Backbone _>‘| —p Branch 1 -buwﬂml
e N Genuine?
! Fusion ==y FC 0
s -

AStage 1: global feature training
AStage 2: find the best local patch

Input X U I?y)
AV|a RNN . h : Spoofing?
ATrained by DRL as finding patch w/ ‘ Bz
hlgher Sl AfterT steps

ATesting: Global feature + best local feature

1. DREFAS: A Novel Framework Based on Deep Reinforcement Learning for Fe@pobfitig arXiy 2020
fg\ MICHIGAN STATE UNIVERSITY 31
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Global + Patch CNN 3

!J
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1. DREFAS: A Novel Framework Based on Deep Reinforcement Learning for Fe@pobfitig arXiy 2020
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DeeplLearningBased Methods
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Auxiliary FAS

ACNN is trained to do auxiliary tasks, which can help facespatifing

Auxiliary Supervision

Learning deep models for face astoofing: binary or auxiliary supervisiddvPR 2018.

Face despoofing: antispoofing via noise modelingECC\2018.

Exploiting temporal and depth information for muftame face antspoofing,arXiv2019

Aurora guard: realime face antispoofing via light reflectiorarXiv2019

Meta Antispoofing: Learning to Learn in Face Aspbofing arXiv2019

Multi-adversarial discriminative deep domain generalization for face presentation attack detection. CVPR 2019
Deep tree learning for zershot face antispoofing. CVPR 2019
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Depth Estimation

ACan CNN learspecifictasks that contain antspoofing information?

Rich Depth Information Flat Surface

1. Y. Liu, A. Jourabloo, and X. Liu. Learning deep models for faspaoting: Binary or auxiliary supervisi@VPR 2018
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How to Obtain Depth Map Label?

ADepth for live faces: 3D face fitting* 4baffering rendering

ADepth for spoof facezeromaps

Live D Fitting DepthMap

iu, A. Jourabloo, and X. Liu. Learning deep models for faspaoting: Binary or auxiliary supervisi@VPR 2018

1. Y.L
2. Y. Liu, A. Jourabloo, W. Ren, and X. Liu. Dense Face Aligt©aariyv 2017.
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What If Warping Paper?

Detection

NO FACE
FOUND
NO FACE
FOUND
NO FACE
FOUND

1. https://www.youtube.com/watch?v=b3gUwkJJuRs
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What It Warping Paper?

Liveness

Depth

Detection

NO FACE
FOUND
NO FACE
FOUND
NO FACE
FOUND
Computer Vision Lab

1. https://lwww.youtube.com/watch?v=OQNOVUWUxyc
38
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Why It Works?

ALocal responses

AMulti-scale features 28
AAddition knowledge (> 0/1 map) ##*<

(& MICHIGAN STATE UNIVERSITY 39 IJCB 2020



Reflection Estimation

ACan CNN learspecifictasks that contain antspoofing information?

Presentation Attack Reflection Artifact Reflection Map

1. T. Kim. BASN: Enriching Feature Representation Using Bipartite Auxiliary Supervisions for Spoo#mjilCCVW 2019
2. Z.Yuet. al.,Face AntiSpoofing with Human Material PerceptioBCCV 2020
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Reflection Estimation

ADepth map: unipartite supervision

ADepth + reflection: bipartite
supervision

AReflection ground truth provided by
2]

Constant
Depth Map
Supervision

&

Presentation
Attacks

Depth Map

Q— Supervision ﬂ
N |

Faces

Unipartite Auxiliary
Supervision

1. T. Kim. BASN: Enriching Feature Representation Using Bipartite Auxiliary Supervisions for Spoo#mjilCCVW 2019

2. X.Zhang, et. al., Single image reflection separation with perceptual losses. CVPR, 2018.
3. Z.Yuet. al.,Face AntiSpoofing with Human Material PerceptioBCCV 2020

ri\ MICHIGAN STATE UNIVERSITY
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Reflection Estimation

Live a c\ = ‘ :
Images ' e
Reflection
Maps

Spoof b@ :
& o

Images

Reflection
Maps

Depth
Maps

Successful Examples

1. T. Kim. BASN: Enriching Feature Representation Using Bipartite Auxiliary Supervisions for Spoo#mgilCCVW 2019
fg\ MICHIGAN STATE UNIVERSITY
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Network Designs

O ) 0... N
fU?@@ot.‘
KON
:o et |
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1. Y. Liu, A. Jourabloo, and X. Liu. Learning deep models for faspaoting: Binary or auxiliary supervisi@VPR 2018
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Depth Map CNN

ARGB+HSYV as input
AFully convolutional network

AShortcut connection tdfusemulti-scale features

ADepth map regression logs: e o |

-------------------------------------------------------

: Depth map CNN

I
: 64 128196 128 ‘ 128196 128 ‘ 128196 128
& — - - - - - - - - -

256 256 6 | a h Map |
(RGB+HSVA. _ _ _ _ _ BLods 1 ___ Blo.ck.?_ _____ BIQ.CKS. ________ 128 64 _1 _ _ - ___ 5055_ d

1. Y. Liu, A. Jourabloo, and X. Liu. Learning deep models for faspaoting: Binary or auxiliary supervisi@VPR 2018
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Central Difference Conv

AVanilla conviw) = 3 w(pa) - z(po + )

PnER
ACentral difference convi(w) = > w(pa) - ((po + pa) — 2(po))
PnER

input feature map output feature map
central differnce

AFinal designu@) =0- > w(pa) - (x(po +pn) — 2(py))

Pr ER

"
central difference convolution

+(1-6)- Z wW(pn) - (Po + Pn)s

PnER

o

X

~ }«— sampling >« aggregation
vanilla convolution

1. ZitongYu et al., Searching Central Difference Convolutional Networks for Faegpbiating, CVPR2020
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e
Central Difference Conv

ADifferent theta

ADifferent various convolution

(3]
B 53
5 h
4 1 3.8
= = -
=T
2 2
1.0
1
! il
1]
0 VanillaConv LBConv GaborConv cDC
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 09 1 (sparsity=0.5) (U=4, V=3) | 5'-::-.?}

(7

1. ZitongYu et al., Searching Central Difference Convolutional Networks for Faegpbiating, CVPR2020
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Network Architecture Search

Input
!

A(a) net frame

Stem0
v
Stem1

A(b) cell structure ¢

Low-level Cell
¥

A(c) node search space ¢

Mid-level Cell

v

v
High-level Cell

¥

|

Head0

¥
Head1

|

Output

(a) network

1. ZitongYu et al., Searching Central Difference Convolutional Networks for Faegpbiating, CVPR2020

ﬁ MICHIGAN STATE UNIVERSITY 47

B4

(b) cell

=== ccccccsce=====,

‘ None Skip-Connect | :

CDC 2 1.4 | ‘ CDC 2 1.6

CDC 2 1.8 | CDC_ 2 2.0

B oam am E GE aE M G AE A B GE A o e am o o

(c) operation space ()

r 1
cDC l CDC 2 1.2 | L
. — !

| q node2
1

B1 /_\
"/__———”—_-\ﬁ-
‘ B2 e
B3

|IJCB 2020



NAS Result

A(a) net frame
A(b) cell structure

A(c) node search space

g 5 & - 31— %
RGB Input & g g & S 5
g 3 z © 27 o - o 2
& - W = T - T - =
E — 3  — o = o | IR — 3 —s N & &
© e a 8 8 “ 8 =
[E] Q Q Q
stemQ stem1
Low-level Cell Mid-level Cell High-level Cell

1. ZitongYu et al., Searching Central Difference Convolutional Networks for Faegpbiating, CVPR2020
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l 384332432

cDc

headd

l 128x32%32

cDC

headi

2
2

Depth Map

Prot. Method APCER(%) | BPCER(%) | ACER(%)
GRADIANT [1] 1.3 12.5 6.9
STASN [62] 1.2 25 1.9
i Auxiliary [36] 1.6 1.6 1.6
FaceDs [26] 1.2 1.7 1.5
FAS-TD [56] 25 0.0 1.3
DeepPixBiS [20] 0.8 0.0 0.4
CDCN (Ours) 0.4 1.7 1.0
CDCN++ (Ours) 0.4 0.0 0.2
DeepPixBi1S [20] 114 0.6 6.0
FaceDs [26] 4.2 4.4 4.3
- Auxiliary [360] 27 27 2.7
- GRADIANT [0] 3.1 1.9 2.5
STASN [62] 4.2 0.3 22
FAS-TD [56] 1.7 20 1.9
CDCN (Ours) 1.5 1.4 1.5
CDCN++ (Ours) 1.8 0.8 1.3
DeepPixBiS [20] | 11.7+£19.6 | 10.6+14.1 11.1+9.4
3 FAS-TD [56] 59+19 5.9+3.0 59+1.0
GRADIANT [0] 2.6+39 5.0+53 38+24
FaceDs [26] 4.0+1.8 38+12 36+1.6
Auxiliary [36] 29+13 31+17 29+1.5
STASN [62] 4.7+39 0.9+1.2 28+1.6
CDCN (Ours) 24413 22420 23+14
CDCN++ (Ours) 1.7£1.5 20+12 1.8£0.7
DeepPixBiS [20] | 36.7£29.7 | 13.3x14.1 | 25.0£12.7
4 GRADIANT [1] 5.0+4.5 15.0+£7.1 10.0+5.0
Auxiliary [360] 03+56 10.4+6.0 9.5+6.0
FAS-TD [56] 14.2+8.7 42+38 92+34
STASN [62] 6.7+£10.6 83184 75447
FaceDs [20] 12463 6.1+5.1 5.6+5.7
CDCN (Ours) 4.6+4.6 9.2+8.0 6.9+29
CDCN++ (Ours) 42434 5.8+49 5.0+29
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DeeplLearningBased Methods

i
\aw

M

live/spoof

temporalFAS
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Temporal FAS

ACNN is trained to leverage temporal
iInformation with spatial information

Xu et. al., Learning temporal features using LEINMN architecture for face ardpoofing. ACPR 2015.

Gan et. al., 3D Convolutional Neural Network Based on Facsguotfing, ICMIP 2017

Yang et. al., Face Ar@poofing: Model Matters, So Does Data, CVPR 2019

Feng et. al., Integration of image quality and motion cues for facesaotfing: Aneural network approach. JVCI 2016.

Liu et. al., Learning deep models for face @&pibofing: binary or auxiliary supervision. CVPR 2018.

Zhang et. al., Exploiting temporal and depth information for rifudtine face antspoofing,arXiv2019

Liu et. al., 3D Mask Face Astioofing with Remote Photoplethysmography, ECCV 2016

Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack, B&ien#ions
Xu et. al., On Improving Temporal Consistency for Online Face Liveness Detection &8)st2020
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Temporal FAS

AVanilla RNN [1,2,3]

ATemporal features [4]
AAuxiliary temporal tasks [5,7,8] RNN
ATemporal consistency [6,9]

\ 4

live/spoof

Xu et. al., Learning temporal features using LEINMN architecture for face ardpoofing. ACPR 2015.

Gan et. al., 3D Convolutional Neural Network Based on Facsguotfing, ICMIP 2017

Yang et. al., Face Ar@poofing: Model Matters, So Does Data, CVPR 2019

Feng et. al., Integration of image quality and motion cues for facesaotfing: Aneural network approach. JVCI 2016.

Liu et. al., Learning deep models for face @&pibofing: binary or auxiliary supervision. CVPR 2018.

Zhang et. al., Exploiting temporal and depth information for rifudtine face antspoofing,arXiv2019

Liu et. al., 3D Mask Face Astioofing with Remote Photoplethysmography, ECCV 2016

Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack, B&ien#ions
Xu et. al., On Improving Temporal Consistency for Online Face Liveness Detection &8)st2020
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Temporal FAS

AVanilla RNN [1,2,3]

ATemporal features [4]
AAuxiliary temporal tasks [5,7,8] RNN
ATemporal consistency [6,9]

\ 4

live/spoof

Xu et. al., Learning temporal features using LEINMN architecture for face ardpoofing. ACPR 2015.

Gan et. al., 3D Convolutional Neural Network Based on Facsguotfing, ICMIP 2017

Yang et. al., Face Ar@poofing: Model Matters, So Does Data, CVPR 2019

Feng et. al., Integration of image quality and motion cues for facesaotfing: Aneural network approach. JVCI 2016.

Liu et. al., Learning deep models for face @&pibofing: binary or auxiliary supervision. CVPR 2018.

Zhang et. al., Exploiting temporal and depth information for rifudtine face antspoofing,arXiv2019

Liu et. al., 3D Mask Face Astioofing with Remote Photoplethysmography, ECCV 2016

Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack, B&ien#ions
Xu et. al., On Improving Temporal Consistency for Online Face Liveness Detection &8)st2020
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Vanilla RNN

ADirectly feed multiple frames to network
ARNN, LSTM binary classification
A3D Convolution
A Concatenation

Genuine
or fake

1. Xu et. al.,, Learning temporal features using LEMN architecture for face ardpoofing. ACPR 2015.
2. Gan et. al., 3D Convolutional Neural Network Based on Facspgotfing, ICMIP 2017
3. Yang et. al., Face As8poofing: Model Matters, So Does Data, CVPR 2019
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Temporal Features

A Use temporal features as input '

A Face optical flow =
A Scene optical flow '

Input Hidden Hidden Softmax
Layer Layer I Layer II Classifier

Multi-cues

1. Feng et. al., Integration of image quality and motion cues for facespofing: Aneural network approach. JVCI 2016.
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Temporal FAS

AVanilla RNN [1,2,3]

ATemporal features [4]
AAuxiliary temporal tasks [5,7,8] RNN
ATemporal consistency [6,9]

\ 4

live/spoof

Xu et. al., Learning temporal features using LEINMN architecture for face ardpoofing. ACPR 2015.

Gan et. al., 3D Convolutional Neural Network Based on Facsguotfing, ICMIP 2017

Yang et. al., Face Ar@poofing: Model Matters, So Does Data, CVPR 2019

Feng et. al., Integration of image quality and motion cues for facesaotfing: Aneural network approach. JVCI 2016.

Liu et. al., Learning deep models for face @&pibofing: binary or auxiliary supervision. CVPR 2018.

Zhang et. al., Exploiting temporal and depth information for rifudtine face antspoofing,arXiv2019

Liu et. al., 3D Mask Face Astioofing with Remote Photoplethysmography, ECCV 2016

Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack, B&ien#ions
Xu et. al., On Improving Temporal Consistency for Online Face Liveness Detection &8)st2020
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rPPEstimation

ARemote photoplethysmography: heartbeat measurement from
human skin using a necontact camera

;N\

Ay

X

‘ ‘s print/replay
QAN |
= A e e iy : :
dermis ‘V’ dermis
- / \—/h . ——— |
subcutaneous VAV capillary vessel subcutaneous capillary vessel
 —————— == R =S

Live Face 3D Mask Spoof Face Print/Replay Spoof Face

1. Liuet. al., Learning deep models for face @&pibofing: binary or auxiliary supervision. CVPR 2018.
2. Liu et. al., 3D Mask Face Agtioofing with Remote Photoplethysmography, ECCV 2016
3. Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack, B€ten#ions

ﬁ MICHIGAN STATE UNIVERSITY 58 |IJCB 2020



What isrPPG

ARemote photoplethysmography: heart beat measurement from human skin using
a noncontact camera

1. https://www.youtube.com/watch?v=Lazr 5Yfm
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https://www.youtube.com/watch?v=Lazr_5Yfm-w

e
RNN Architecture

A CNN features as input

A Use nonrigid registration layer to align the features

A LSTM + FFT to predi&PG

Hidden
Neuron

Nonrigid

Registration i

1. Yaojie Liu, Amin Jourabloo, and Xiaoming Liu. Learning deep models for faggoaffitig: Binary or auxiliary supervisi@VPR 2018.
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How to ObtairPPQ_abel?

A Live faces: from ofthe-shelf method*

( Live Video )
S = Can + CZGTL + CSBn ﬁﬁ
C_ [ “EELLRE
Oﬁ:i — 1(C3) . — T J
ExtractedrPPG )
A Spoof facesDirect assignment as zer jj' M
02, o 2 0 a0 0 J

1. Liu et. al., Learning deep models for face @pibofing: Binary or auxiliary supervisi@VPR 2018.

2. *Haanet. al., Robust pulseate from chrominancéasedrPPG IEEE Transactions on biomedical engineering
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Nonrigid RegistrationLayer

A Use 3D shape to compute offset
A Use offset to deform the features

A Differentiable —

Alignment

[z = [—3:] (2] [z=—"s:] L& 2] =
Non-rigid registration

1. Yaojie Liu, Amin Jourabloo, and Xiaoming Liu. Learning deep models for faggoaffitig: Binary or auxiliary supervisi@VPR 2018.
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Temporal FAS

AVanilla RNN [1,2,3]

ATemporal features [4]
AAuxiliary temporal tasks [5,7,8] RNN
ATemporal consistency [6,9]

\ 4

live/spoof

Xu et. al., Learning temporal features using LEINMN architecture for face ardpoofing. ACPR 2015.

Gan et. al., 3D Convolutional Neural Network Based on Facsguotfing, ICMIP 2017

Yang et. al., Face Ar@poofing: Model Matters, So Does Data, CVPR 2019

Feng et. al., Integration of image quality and motion cues for facesaotfing: Aneural network approach. JVCI 2016.

Liu et. al., Learning deep models for face @&pibofing: binary or auxiliary supervision. CVPR 2018.

Zhang et. al., Exploiting temporal and depth information for rifudtine face antspoofing,arXiv2019

Liu et. al., 3D Mask Face Astioofing with Remote Photoplethysmography, ECCV 2016

Liu et. al., Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack, B&ien#ions
Xu et. al., On Improving Temporal Consistency for Online Face Liveness Detection &8)st2020
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Temporal Consistency

A Map singleframeto depth map
A Introduceframe-to-frame motion to completedepth map

A Concatall mapsto getafinal score

1. Wanget. al., Exploiting temporal and depth information for muftame face antspoofing,CVPR020
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