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Abstract
Adversarial attacks in computer vision exploit the vulnerabilities of machine learning models by introducing subtle pertur-
bations to input data, often leading to incorrect predictions or classifications. These attacks have evolved in sophistication
with the advent of deep learning, presenting significant challenges in critical applications, which can be harmful for society.
However, there is also a rich line of research from a transformative perspective that leverages adversarial techniques for social
good. Specifically, we examine the rise of proactive schemes, methods that encrypt input data using additional signals termed
templates, to enhance the performance of deep learning models. By embedding these imperceptible templates into digital
media, proactive schemes are applied across various applications, from simple image enhancements to complicated deep
learning frameworks to aid performance, as compared to the passive schemes, which don’t change the input data distribution
for their framework. The survey delves into the methodologies behind these proactive schemes, the data perturbation and
template learning processes, and their application to modern computer vision and natural language processing applications.
Additionally, it discusses the challenges, potential vulnerabilities, and future directions for proactive schemes, ultimately
highlighting their potential to foster the responsible and secure advancement of deep learning technologies.
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1 Introduction

Adversarial attacks in computer vision exploit vulnerabili-
ties in machine learning models by introducing subtle, often
imperceptible perturbations to input data, leading to incorrect
predictions or classifications. The subtle manipulations used
in these attacks can lead to misinterpretations by AI systems,
potentially causing widespread harm in critical applications
such as security surveillance, healthcare diagnostics, and
autonomous transportation (Dong et al., 2018; Huang et al.,
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2017). Deep learning has been themain reason for significant
development in different computer vision tasks, as shown
in Sect. 1 (Table 1).

In the pre-deep learning era, traditional CV applica-
tions relied on handcrafted features and basic algorithms
for object detection, image classification, and facial recogni-
tion, utilizing techniques such as edge detection, texture, and
color (Chapelle et al., 1999; Haralick et al., 2007). Adver-
sarial attacks during this period were less sophisticated,
primarily involving manipulations like introducing noise or
performing basic operations such as blurring and compres-
sion (Petitcolas et al., 1998; Westfeld & Pfitzmann, 1999).

In the deep learning era, traditional CV applications have
evolved significantly with the advent of deep learning mod-
els like CNNs and transformers (He et al., 2016; Simonyan
& Zisserman, 2014; Vaswani et al., 2017). These advance-
ments have enhanced applications such as real-time object
detection, advanced image classification, vision and large
language models, and facial recognition, leading to substan-
tial improvements in accuracy and efficiency. Adversarial
attacks have also becomemore sophisticated, exploiting deep
neural networks’ vulnerabilities to create misleading inputs
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Table 1 Evolution of visual computing techniques across eras. We
distinguish among traditional CV tasks, adversarial attacks, and proac-
tive schemes. While earlier techniques such as steganography or signal
enhancement shared goals with modern proactive schemes, they lacked

adversarial optimization and model awareness. This survey focuses
on proactive schemes, which are adversarially optimized perturbations
intentionally designed for constructive use in the deep learning era

Aspect Pre-deep learning era Deep learning era

Traditional CV Applications - Handcrafted features:
edge detection, color,
texture.
- Rule-based processing

- Learned features from
CNNs, transformers.
- Application-specific
deep architectures

Adversarial Attacks - Rare and unsystematic
use.
- Visible noise or
compression-based
distortions

- Optimized perturba-
tions targeting neural
decision boundaries.
- Model-specific eva-
sion or manipulation
objectives

Proactive Schemes for Social Good (This Survey) - Steganography and sig-
nal embedding without
optimization.
- Goals implicit in
enhancement or obfus-
cation

- Learnable perturbation
templates with task-
specific objectives.
- Applications:
GenAI/LLM protec-
tion, ownership, privacy,
robust inference, content
provenance

Fig. 1 Passive versus proactive schemes: Passive schemes take an input
as is for theirmethods,while proactive schemes use templates to encrypt
the input and use the encrypted data as the input. The advantage of the
proactive schemes comes from their improved performance in down-
stream applications compared to the passive schemes

that appear normal to humans (Carlini & Wagner, 2017;
Goodfellow et al., 2014; Madry et al., 2017).

The challenge of adversarial attacks extends beyond tech-
nical hurdles, posing ethical, legal, and safety concerns that
society must address to ensure the responsible and secure
advancement of computer vision applications. While adver-
sarial attacks in computer vision are often viewed through
the lens of their potential for harm, there exists a trans-
formative perspective that leverages these techniques for
social good (Asnani et al., 2024, 2022, 2023a). By under-
standing and harnessing the principles behind adversarial
perturbations, researchers have innovated protective mea-
sures that utilize techniques that enhance various computer
vision applications using imperceptible signals added onto
the original media, known as templates (Asnani et al., 2024,

2022, 2023a), as shown in Fig. 1. The methods that encrypt
input data using templates, allowing the encrypted data to
enhance the performance for an application, are referred to
as proactive schemes. In contrast, all methods that operate
on the input data without modification are treated as pas-
sive schemes (Asnani et al., 2024, 2022, 2023a, c). We use
the term social good to refer to beneficial outcomes that are
commonly valued by the society, such as privacy preser-
vation, content attribution, and robustness against misuse.
In contrast to traditional adversarial attacks, the techniques
surveyed here leverage perturbations proactively to support
responsible and ethical uses of AI.

Proactive schemes have been used for a long time, using
different methodologies. In the pre-deep learning era, proac-
tive schemes focused on simple enhancements in image
processing, with applications like steganography, encryp-
tion, and security surveillance (Kanai et al., 1998; Ohbuchi
et al., 1998b). Proactive schemes also share a similar
idea from approaches using stochastic resonance in signal
processing (Gammaitoni et al., 1998) and non-linear sys-
tems (Semenov & Zakharova, 2022). Stochastic resonance
occurs when a weak signal that is too faint to be detected by
a system is enhanced by the addition of noise, allowing the
system to cross a detection threshold. This happens because
the noise helps to push the weak signal above the threshold
intermittently, making it detectable by the system. The inter-
play between the noise and the signal can amplify the signal’s
effects at certain points, leading to an overall improvement in
the system’s ability to process or detect the signal. The noise
level is tuned to an optimal range; too little noise won’t help
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Fig. 2 A general overview of the proactive framework. The method
starts by encrypting the input data with a template. This is known as
data perturbation. The framework passes through a template learning
process and is evaluated based on certain learning objectives. Finally,

every method is associated with a specific application. In the survey
paper, we discuss all three stages in a sequential way, with each section
focusing on several techniques and aspects of the respective stage

the signal, and too much noise will overwhelm it. However,
deep learning has opened up the door for utilizing stochas-
tic resonance in improving the performance by thresholding
neural networks (Chen et al., 2022), noise-boosted activation
functions (Ren et al., 2024b), non-linear stochastic dynam-
ics (Shen et al., 2022), Fourier domain (Rallabandi & Roy,
2010) etc. Similarly, many works inject noise in the data or
labels as augmentations, to improve the robustness of the
deep learning networks (Li et al., 2021a; Nishi et al., 2021;
Yoshimura et al., 2023; Yin et al., 2019). Although the above
methods resemble proactive schemes, the focus of this sur-
vey is on the usage of these schemes for social good in the
deep learning era for a variety of applications in the realm of
computer vision and natural language processing.

A general framework for proactive schemes is shown
in Fig. 2. Each method has a specific data perturbation
and template learning associated with it, which depends on
the application. Firstly, the perturbation process is a critical
component in the design of proactive schemes. This process
involves the use of various innovative methods or operations
to embed template information within digital media. The
templates used for perturbation can take the form of many
different types of signals like bit sequences, 2D noises, texts,
visual prompts, predefined tags, audio, etc. The templates are
added onto different types of media, such as images, texts,
videos, audios, etc. The goal of the perturbation process is
to create a secure framework that can withstand potential
attacks while maintaining the quality of the encrypted media
compared to the original. As technology evolves, so do the
techniques used for perturbation, making it an ever-growing
area of research.

Next, the template learning process involves trainingmod-
els to recognize and incorporate these templates, whether
they are bit sequences, 2D templates, text signals, or visual
prompts into various forms of digital content. This integra-
tion is achieved through specialized learning paradigms, eg.
encoder-decoder frameworks, learning via objective func-
tions, adversarial learning, specialized architectures like

GANs, transformers, etc., tailored to the unique characteris-
tics of each template type. The effectiveness of the template
learning process is constrained, optimized, and evaluated
using a range of objective functions andmetrics. This encom-
passes the stage of learning objectives, which govern the
efficacy of the proactive schemes for various applications.
The learning objectives are heavily dependent on the appli-
cation for which the method is being used.

These schemes are used for a plethora of applications,
including encryption, GenAI and LLMdefense, preservation
of authorship rights, ownership verification, improving CV
applications, and privacy protection. Based on each applica-
tion, the researchers have explored various combinations of
respective modules of proactive schemes, i.e., type of tem-
plate, perturbation process, and learning process. This survey
comprehensively examines various combinations adopted by
the researchers for proactive schemes across different deep
learning applications in computer vision and natural lan-
guage processing.

The survey begins with an overview of the types of tem-
plates used in proactive schemes, such as bit sequences, 2D
templates, text signals, prompts, and others, supported by the
discussion on the perturbation process for each type. The dis-
cussion then delves into the template learning process along
with the learning objectives associated with each template
type. Various applications of these techniques are explored,
including defense strategies for vision models and large
language models, methods for attribution and preservation
of authorship rights, privacy preservation, and techniques
specific to the 3D domain. Additionally, the survey cov-
ers advancements in improving generative models and other
computer vision applications. Following this, the challenges
associated with developing these templates, potential attacks
against proactive schemes, and the current limitations are
critically analyzed. By addressing these topics, the survey
aims to enhance the field of computer vision by exploring a
realm of proactive learning for social good.
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1.1 Comparison with Existing Surveys

While a number of surveys have explored adversarial
machine learning and its associated challenges, our work
provides a distinct perspective by reframing adversarial per-
turbations as proactive tools for enabling social good. Table 2
summarizes how our survey complements and differs from
existing literature across several key domains.

In contrast to domain-specific or defense-centric reviews,
our work synthesizes a growing body of research that uses
adversarial perturbations for positive impact, which we refer
to as proactive schemes for social good.

2 Our Proposed Taxonomy

2.1 Overview

Figure2 illustrates our proposed taxonomy, which serves
as the foundational framework for understanding proactive
schemes that utilize adversarial perturbations for social good.
The taxonomy is structured around three key components: the
Data Perturbation, the Template Learning, and the Appli-
cations. Each of these components corresponds to a major
section in this survey and reflects the functional pipeline of
proactive adversarialmethods, fromsignal generation to opti-
mization and eventual real-world usage.

Data Perturbation: This component captures the tech-
niques used to generate and embed perturbations, also
referred to in this paper as templates, into digital content.
These perturbations may be universal or data-dependent and
are crafted to be purpose-driven rather thanmalicious.Unlike
conventional adversarial attacks aimed at fooling models,
these perturbations are designed to achieve constructive goals
such as traceability, attribution, or control over downstream
behaviour. This section covers various perturbation strate-
gies, such as pixel-space and latent-space perturbations,
adversarial watermarking, and structured signal injection.

Template Learning: The learning process governs how
these encrypted signals are optimized to achieve their
intended objectives. This includes the training paradigms,
loss functions, and co-learning strategies used to associate
perturbations with model behavior. Depending on the use
case, the perturbations may be learned jointly with the model
(end-to-end) or separately (post-hoc). The section explores
how this learning takes place, how imperceptibility and
robustness are balanced during training, and the role of super-
vision, ranging from fully supervised to self-supervised or
even zero-shot settings.

Applications: This component refers to the real-world con-
texts in which proactive schemes are applied. The paper
identifies five broad application domains: media encryption
and tamper detection, generative AI and LLM protection,

modelwatermarking and authorship attribution, visual foren-
sics and anti-deepfakemeasures, and privacy-preserving data
generation. Each domain imposes unique constraints, such
as robustness to transformations, transferability across tasks,
or minimal perceptual interference. This section showcases
how the techniques developed in the perturbation and learn-
ing stages are adapted and deployed to achieve social good
across diverse settings.

By organizing the survey around this taxonomy, we aim to
provide a cohesive and structured understanding of proactive
schemes, highlighting both common patterns and domain-
specific adaptations. The following sections expand on each
of these components in detail.

2.2 General Formulation of Proactive Schemes

Proactive schemes can be conceptually divided into three
stages as defined in our taxonomy: (1) the data perturbation,
which generates and embeds the perturbation or template;
(2) the Template Learning, which jointly or independently
optimizes the perturbation with respect to task goals; and
(3) the Applications, where the perturbation is embedded to
enable downstream functionality such as attribution, privacy,
or robustness.
Baseline Optimization Objective. Let:

• x ∈ X be the original input (e.g., image, text, audio),
• D be the data distribution over X from which input sam-
ples x are drawn,

• Tθ (x) be the perturbation template generated via the data
perturbation process (parameterized by θ ),

• E(x, Tθ (x)) be a general embedding function that com-
bines x and the template,

• fφ(·) be the downstream model (parameterized by φ),
• y be the desired task-specific label or target,
• Ltask be the task-specific loss function.

The general optimization objective becomes:

min
θ,φ

Ex∼D
[
Ltask

(
fφ(E(x, Tθ (x))), y

)]
. (1)

Data Perturbations stage generates a perturbation template
Tθ (x), which may be universal or input-specific. This tem-
plate may encode task-specific signals like identity, owner-
ship, or control. The template is added to the input using an
embedding function E(x, Tθ (x)). Template Learning Pro-
cess optimizes the parameters θ and/or φ to minimize task
loss over the embedded input E(x, Tθ (x)). This process can
vary depending on whether the embedding is differentiable
or occurs post-hoc. At test time, the learned perturbation is
embedded using E(·) into new inputs for downstream use in
secure, private, or verifiable settings.
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Table 2 Comparison of our survey with prior works across adjacent domains

Survey domain Typical focus How our work differs

Adversarial Attacks and Defenses
(Akhtar et al., 2021; Costa et al.,
2024;Khamaiseh et al., 2022; Liang
et al., 2022a; Ozdag, 2018)

Perturbation-based attacks (e.g., FGSM, PGD) and
defenses to evaluate or improve model robustness

We shift the focus from adversarial evaluation to
constructive usage, using adversarial signals for trace-
ability, privacy, or control

Watermarking in Deep Learning
(Potdar et al., 2005; Liu et al., 2024;
Lee & Jung, 2001; Mousavi et al.,
2014; Singh & Chadha, 2013)

Media or model watermarking for IP protection and
tamper detection

We integrate watermarking as one among several
applications, framed under proactive design

Secure and Private ML (Xie et al.,
2024; Aziz et al., 2023; Sayyad et
al., 2024; Akinsiku, 2025; Han et
al., 2024)

Federated learning, differential privacy, homomor-
phic encryption, and SMPC

We explore privacy via embedded templates, offering
lightweight, data-level control rather than protocol-
level security

Data Provenance and Attribution
(Pan et al., 2023; Herschel et al.,
2017; Simmhan et al., 2005)

Techniques for tracking data lineage and ownership
using cryptographic or system-level tools

We highlight how learned perturbations can serve as
embedded provenance or authorship cues within the
data itself

Text/NLP Adversarial Attacks
(Dhivya et al., 2025; Philip &
Minhas, 2022; Sperduti & Moreo,
2025; Zhang et al., 2020)

Generating adversarial text examples for robustness
testing in NLP tasks

Our framework is modality-agnostic and focuses on
shared principles across text, vision, and audio

Visual Forensics and Deepfake
Detection (Mohiuddin et al., 2023;
Verdoliva, 2020; Qureshi et al.,
2024; Mubarak et al., 2023; Zhang,
2022; Malik et al., 2022)

Detecting manipulated media using classification or
forensic signals

Rather than passive detection, we focus on embedding
perturbations proactively to facilitate traceability or
resistance to misuse

Constraints and Deployment Trade-offs. While Eq. (1) pro-
vides a generic objective for proactive schemes, in practice
it is optimized under perceptual, capacity, and deploy-
ment constraints. These constraints jointly determine the
trade-offs between imperceptibility, robustness, and com-
putational efficiency. Perceptual budgets restrict the magni-
tude of the embedded template, typically enforcing bounds
such as ‖Tθ (x)‖p ≤ ε or LPIPS(x, E(x, Tθ (x))) ≤
τ , to ensure that the perturbation remains imperceptible
while preserving task relevance. Many approaches incor-
porate an expectation-over-transformation (EOT) objec-
tive, ET [L( fφ(E(T (x, Tθ (x))), y))], to promote robustness
against transformations including cropping, compression, or
re-generation. Capacity constraints further regulate embed-
ding complexity and model size, trading storage and infer-
ence cost against payload fidelity. Recent theoretical stud-
ies (He et al., 2024; Pang et al., 2024) analyze similar
trade-offs between detectability, imperceptibility, and robust-
ness in large-language-model watermarking, while adaptive
optimization methods (Liu & Bu, 2024) extend these ideas
by learning input-adaptive watermark strengths that preserve
downstream task utility. Finally, proactive templates can be
designed as universal, where a shared template Tu is applied
across inputs for efficiency, or as input-conditioned, where
Tθ (x) adapts to each input for improved fidelity but higher
inference cost.

Unified Expectation-Constrained Objective. Building upon
Eq. 1, we incorporate practical constraints that commonly
appear across proactive formulations. These include per-
ceptual budgets to limit distortion, an expectation-over-
transformation (EOT) component to ensure robustness to
post-processing, and regularization terms for perceptual and
capacity control. A compact generalized formulation is:

{
min
θ, φ

Ex∼DET ∼T

[
Ltask

(
fφ(E(T (x, Tθ (x))), y)

)]

+ λp Rp(Tθ ) + λc Rc(E)
}

s.t. ‖Tθ (x)‖p ≤ ε, LPIPS(x, E(x, Tθ (x))) ≤ τ,

Tθ (x) =
{
Tu, universal template,

Tθ (x), input-conditioned template.
(2)

Here, T ∼T denotes random transformations (e.g., resize,
compression, regeneration) used for augmentation expec-
tation, while Rp and Rc regularize perceptual quality and
embedding capacity, respectively. This compact form unifies
perceptual fidelity, transformation robustness, and deploy-
ment trade-offs between universal and input-conditioned
templates.
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3 Data Perturbation

In the realm of proactive learning and digital security, a vari-
ety of innovative methods have been developed to enhance
the robustness, authenticity, and ownership protection of
digital content. These methods employ different types of
templates to embed and verify information across a wide
range of applications, including vision models, large lan-
guage models, and 3D applications. Each template type,
whether it involves bit sequences, 2D noises, text signals,
visual prompts, or other specialized forms, offers unique
advantages and is tailored to specific challenges in the field.
The remainder of this section will delve into these template
types in detail, exploring their perturbation methodologies
and innovative techniques used to embed them effectively.

3.1 Bit Sequences

Bit sequences, represented as one-hot encoding as shown
in Fig. 3, are fundamental to many perturbation strate-
gies, particularly in encryption and digital signatures. These
sequences are embedded at a binary level, creating a secure,
imperceptible layer that effectively detects unauthorized
modifications while preserving content fidelity. A summary
of techniques for embedding bit sequences is provided
in Table 3, with detailed discussions below.
Neural Network Based Techniques Neural network-based
embedding techniques leverage the power of neural net-
works to integrate random binary strings into images. Binary
sequences combinedwith positional values are used bySun et
al. (2023). This method involves two templates: (a) “Strace",
using an encoder-decoder network to input an image and
a binary sequence, outputting a template, and (b) “Etrace",
embedding a predefined value in the blue channel of the
image, making it imperceptible.“Strace" identifies encrypted
images, while “Etrace" detects fake images. Similarly, Meng
et al. (2022) embed multiple binary sequences for authenti-
cation and traceability using a neural network, DINN, which
injects the template at the feature level for verification and
origin tracking. Darvish Rouhani et al. (2019) embed random
binary strings into datasets using probability distributions of
target neural networks for encryption or enhancing model
robustness against adversarial attacks. Asnani et al. (2023c)
propose to convert bit sequences to spatial noises, and then
add those to the input data. Zhang et al. (2024d) conceal
a “localization template" and a bit sequence for a template
within images using a hiding module and a bit encryption
module, respectively. Yu et al. (2021) utilize the stegastamp
technique to encrypt binary sequences generated by message
generators and embedded by encoders into image data. Zhu
et al. (2018) incorporates an encoder-decoder process with
image distortion and adversarial losses to guide training. Wu
et al. (2020) use multiple encoder networks to convert image

Fig. 3 Bit sequences and 2D noises as a type of templates a Yu et al.
(2021), b Yu et al. (2021); Zeng et al. (2023). Bit sequences templates
are a one-hot encoding, which are then embedded into the input data
according to different techniques, while 2D templates are spatial noises
embedded into the input data

and template features for perturbation. Finally, Wu et al.
(2023b) employ multiple binary sequences, one robust and
the other non-robust, for source tracing and manipulation
localization.
Neural Network Weights and Filters Embedding templates
within neural network models, by utilizing their weights and
filters, integrates authentication bits into themodel’s learning
process, enhancing security and performance. Somemethods
embed the template within the layers of neural network mod-
els by utilizing their weights (Chen et al., 2019a; Uchida
et al., 2017). Nagai et al. (2018) further proposes using
the filters of the convolution layer to embed the template.
Additionally, Liu et al. (2021) propose embedding multiple
authenticating bits in the objective function of the model to
indirectly embed the bit sequence onto images. By incorpo-
rating this penalty term, themodel’s learning behavior can be
fine-tuned toprioritize certain features or patterns, potentially
improving performance on specific applications or optimiz-
ing convergence during training.
Least Significant Bit (LSB) and Most Significant Bit (MSB)
Techniques LSB and MSB techniques manipulate the least
or most significant bits of image data to embed binary
sequences with minimal visual impact while maintaining
template integrity. Haghighi et al. (2018) use LiftingWavelet
Transform (LWT) andLSB rounding to embed bit sequences,
preserving the host image’s visual quality. Otherworks (Dad-
khah et al., 2014; Hsu&Tu, 2016; Qin et al., 2017; Cao et al.,
2017; Hsu & Tu, 2010) also rely on LSB/MSB rounding for
image tampering detection. Paruchuri (2009) conceal tem-
plate information in selective DCT coefficients for authenti-
cation. Zhao et al. (2023b) propose identity-dependent fixed
bit encoding, enhancing facial identity features with person-
alized sequences. Earlier methods like (Lu & Liao, 2001;
Lee & Lin, 2008) use wavelet quantization and predefined
mapping patterns to embed sequences.
Advanced Embedding Techniques Advanced embedding
techniques employ innovative methods, such as AST-based
intermediate representation, ASCII character conversion,
isotropic unit vectors, and context-aware lexical substitution,
which are diverse methods used to enhance the robustness
and security of template embedding in digital content. AST-
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based methods customize template embedding based on the
structural and content-related aspects of images, tailoring the
process to each image’s unique characteristics (Yang et al.,
2023a). Similarly, converting ASCII characters into binary
sequences to create template patches provides a method
for spatially integrating robust and semi-robust templates
into images. These patches, representing parts of the binary
sequence, are directly added to the image, enabling source
tracing andmanipulation localization (Cui et al., 2025). Both
techniques emphasize the need for templates that are not only
resistant to attacks but also adaptable to the content they pro-
tect.

In classification and identification applications, embed-
ding isotropic unit vectorswithin the feature space introduces
a layer of security and robustness through the incorporation
of randomized vectors (Sablayrolles et al., 2020). Each vec-
tor, defined for every class, enhances the security of themodel
by embedding these randomized vectors into data represen-
tations. On the other hand, context-aware lexical substitution
adapts perturbation to the semantic content of both text and
images, ensuring that embedded binary sequences remain
contextually relevant and preserving the authenticity of the
content (Fernandez et al., 2023; Yang et al., 2022b; Zhu et
al., 2018). By leveraging lexical knowledge, techniques like
generating interchangeable lexicons embed templates in text
outputs fromgenerationAPIs, ensuring both the integrity and
the identification of the generated text, thus providing pro-
tection against plagiarism and unauthorized use (He et al.,
2022a). Together, these approaches illustrate the evolving
strategies in perturbation that balance robustness, adaptabil-
ity, and contextual relevance across different types of digital
content.
3D Domain Extending perturbation techniques to the 3D
domain involves embedding binary sequences into 3D mod-
els, point clouds, andmesh vertices using innovativemethods
like hash functions and neural networks. Bit sequences are
utilized in methods involving hash functions (Venugopal et
al., 2011), neural networks (Wang et al., 2022a; Zhang et al.,
2021), and modifications in 3D point clouds (Hamidi et al.,
2019; Liu et al., 2019; Yeung & Yeo, 1998) and mesh ver-
tices (Peng et al., 2022;Wang et al., 2022b). These sequences
are also embedded in innovative ways, such as through graph
Fourier coefficients (Al-Khafaji&Abhayaratne, 2019;Zhuet
al., 2024), spectral applications (Cotting et al., 2004;Ohbuchi
et al., 2001), and vertex distributions (Chou & Tseng, 2006;
Kuo et al., 2009; Wang et al., 2008; Zhu et al., 2024).
Other methods include embedding using neural networks,
local deformations to SDF partitions (Mun et al., 2015), and
wavelet analysis of 3D objects (Kanai et al., 1998; Uccheddu
et al., 2004).

Specific techniques for 3D models, such as modifying
spectral coefficients and using wavelet transforms, address
the unique challenges of embedding templates in three-

dimensional data. Several specific techniques have been
developed to address different aspects of template embed-
ding in 3Dmodels. For instance, the embedding of templates
in point clouds involves calculating Root Mean Square
Curvature (RMSC) values and modulating radial radii of
vertices within ball rings (Liu et al., 2019). In mesh spec-
tral applications, the algorithm modifies spectral coefficients
to embed templates resistant to various transformations and
attacks (Cotting et al., 2004; Ohbuchi et al., 2001). Wavelet-
based approaches, such as those using hierarchical wavelet
transforms, enable embedding in semi-regular meshes by
modifying wavelet coefficient vectors (Kanai et al., 1998;
Wang et al., 2008; Uccheddu et al., 2004).

In conclusion, the various techniques for embedding
digital templates into images and 3D models highlight sub-
stantial progress in digital perturbation. Methods like fixed-
bit encoding, neural network embedding, encoder-decoder
architectures, and steganography provide secure and robust
integration of binary sequences. Advanced approaches,
including AST-based representations and isotropic unit vec-
tors, further improveflexibility and security. Expanding these
techniques to the 3D domain emphasizes their versatility and
adaptability.

3.2 2D Templates

2D templates, as shown in Fig.3, embed patterns or noise into
2D spaces, such as images or video frames. These templates
are visually imperceptible but detectable, as demonstrated
in Fig. 4. Commonly used in image and video perturbation,
2D templates maintain content quality while offering robust
protection against tampering. Techniques like perturbation,
masking, and spatial transformations seamlessly integrate
these templates into digital media. 2D templates can be either
fixed or learnable perturbations. Fixed perturbations are pre-
defined and applied to the entire dataset, while learnable
perturbations are optimized during training. These pertur-
bations are tailored through various perturbation processes
depending on the application. A summary of techniques for
embedding 2D noise is provided in Table 4, with detailed
discussions below.
Mathematical Operators These methods focus on using
mathematical operators for injecting noise or specific pat-
terns directly onto images to obscure signals and enhance
security (Asnani et al., 2022, 2023a; Huang et al., 2022; Li
et al., 2021; Ruiz et al., 2020; Van Le et al., 2023). Most
of the methods involve adding noise or a specific pattern
directly onto the image, potentially obscuring the signal.
Other mathematical operators like multiplication (Asnani et
al., 2024) are also used for the perturbation process. In Li and
Lin (2019), direct addition methods use classifiers to learn
perturbations that ensure robust template embedding.Univer-
sal adversarial perturbations exploit similar cluster centers
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Table 4 Summary of works that utilize 2D noises as the template

Category Description Keywords References

Mathematical
Operators

Adding noise or
patterns to images

direct operations, noise, patterns,
security, learnable perturbations

Van Le et al. (2023), Huang et al. (2022), Ruiz et al. (2020), Li et
al. (2021), Yang et al. (2021a), Zhong and Deng (2020), Asnani et al.
(2022), Asnani et al. (2023a), Fong and Vedaldi (2017), Song et al.
(2023), Asnani et al. (2024), Li and Lin (2019), Tang et al. (2024a), Li
et al. (2024b), He et al. (2023)

Adversarial
Attacks

Creating disrup-
tive or protective
perturbations

adversarial attacks, PGD, FGSM,
optimization, disruptive, beneficial

Yeh et al. (2020), Van Le et al. (2023), Huang et al. (2022), Ruiz et al.
(2020), Yang et al. (2021a), Zhong and Deng (2020), Peng et al. (2022),
Dong et al. (2019), Zhang et al. (2021b), Zhang et al. (2022), Shi and
Sagduyu (2017), Liu et al. (2020), Kitada and Iyatomi (2021), Tang et
al. (2024a), Ducoffe and Precioso (2018), Xu et al. (2023), Xue et al.
(2022), Wu et al. (2024), Madry et al. (2017), Wang et al. (2023a), Wu
et al. (2023a)

Autoencoder-
Based Learning

Learning image-
dependent
templates

autoencoder, image-dependent tem-
plates, networks, optimization

Segalis and Galili (2020), Wu et al. (2024), Mirjalili et al. (2018), Hu
et al. (2022), Xiong et al. (2020), Wu et al. (2019), Xiao et al. (2021),
Rajabi et al. (2021), Zeng et al. (2023)

Latent Space Per-
turbations

Learning pertur-
bation vectors in
latent space

latent space, perturbation vectors,
2D space, CVAE, coordinate shifts

Liang et al. (2022b), Lei et al. (2024), Meng et al. (2025), Ding et al.
(2021), Wong and Kolter (2020), Shan et al. (2020), Xiao et al. (2021)

Miscellaneous
Techniques

Various advanced
methods

randomization, camera noise, back-
door perturbation, geometric pertur-
bations, Fourier transform

Dhillon et al. (2018), Xie et al. (2017), Cui et al. (2023), Zhao et al.
(2024), Kitada and Iyatomi (2021), Yu et al. (2019), Cozzolino and
Verdoliva (2019), Tekgul et al. (2021), Wang et al. (2022c), Molaei et
al. (2013), Wen et al. (2023), Le Merrer et al. (2020), Othman and Ross
(2014), Mirjalili and Ross (2017)

Fig. 4 Various examples of input-encrypted input pairs after adding the
2D noise templates into the original input images. a Zeng et al. (2023),
b Asnani et al. (2022), c Asnani et al. (2023a) and d Cui et al. (2023)

in different models, updating perturbations based on sub-
task gradients (Tang et al., 2024a). In deep active learning,
random perturbations are added to model parameters (Li et
al., 2024b), sampled from Gaussian distributions (He et al.,
2023).
Adversarial AttacksAdversarial attacks are employed to cre-
ate perturbations that can disrupt or protect templates by
reversing their typical objective. These attacks, such as PGD
and FGSM, usually aim to harm a victim model by creat-

ing disruptive perturbations. However, their objective can
be reversed to benefit perturbation algorithms (Huang et al.,
2022; Ruiz et al., 2020; Van Le et al., 2023; Yeh et al., 2020;
Yang et al., 2021a; Zhong & Deng, 2020). These attacks
involve iterative optimization to create perturbations that are
particularly disruptive to templates, or conversely, to enhance
the perturbation process. Through these attacks, perturba-
tions can be optimized for various applications.
Autoencoder-BasedLearningAsophisticated learningparadigm
for perturbations uses an autoencoder to learn dependent
templates. Various architectures and strategies are adopted,
including encoder-based (Segalis & Galili, 2020; Wu et
al., 2024), classifier-based (Mirjalili et al., 2018), GAN-
based (Hu et al., 2022; Xiong et al., 2020; Xiao et al.,
2021; Wu et al., 2019), and ensemble-based (Rajabi et al.,
2021). These networks are optimizedwith different loss func-
tions. Zeng et al. (2023) proposes a method using adversarial
training with an injector and a classifier to create image-
dependent binary code signatures. The injector introduces
perturbations, and the classifier differentiates these signa-
tures, enhancing image authentication and source tracing.
Latent SpacePerturbationsLatent spaceperturbations involve
learning perturbation vectors in a latent space. Perturba-
tion feature vectors (Ding et al., 2021; Meng et al., 2025;
Liang et al., 2022b; Lei et al., 2024) are learned to represent
coordinate shifts in the 2D space. Conditional Variational
Autoencoder (Wong & Kolter, 2020) models are employed
to generate perturbed versions of input data by learning latent
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variable distributions, optimizing for reconstruction and KL
divergence terms. Some methods either finetune a pretrained
network (Shan et al., 2020), or train a new model from
scratch (Xiao et al., 2021). The latent space is then combined
by either minimizing the latent embedding of the predicted
and target label (Shan et al., 2020) or by using a spatial addi-
tion blending (Xiao et al., 2021). Spatial addition blending
combines the noisewith the superimposition of other images,
creating a multifaceted alteration that can obscure the tem-
plate in multiple ways.
Miscellaneous Techniques Pre-trained models, randomiza-
tion techniques, model attribution, and camera noise are key
methods for embedding perturbations and enhancing digi-
tal content protection. Perturbations applied to pre-trained
models through techniques like deterministic and stochastic
weight pruning create adversarial examples, testing model
robustness (Dhillon et al., 2018). Randomization meth-
ods, such as random brightness and contrast adjustments,
help disrupt adversarial attack patterns, providing a defense
mechanism (Xie et al., 2017). FT-Shield embeds templates
during the fine-tuning process, optimizing perturbations to
minimize fine-tuning loss while maintaining pixel-wise dif-
ferences, ensuring the template remains imperceptible (Cui
et al., 2023). Similarly, networks like AdvDM and Anti-
DreamBooth embed perturbations during fine-tuning, while
attention mechanisms are modified to embed templates by
altering attention scores (Kitada & Iyatomi, 2021; Zhao
et al., 2024). Model attribution techniques further use per-
turbations to identify the source of an image, estimating
the unique digital fingerprint of a perturbation algorithm,
which allows for the attribution of content to its original cre-
ator (Yu et al., 2019). Camera noise techniques also leverage
siamese architectures to differentiate images based on the
noise patterns from different cameras, adding another layer
of security (Cozzolino & Verdoliva, 2019).

Backdoor perturbation, geometric perturbations, andFourier
transformations are additional advanced techniques for embed-
ding templates and enhancing security. Backdoor perturba-
tion involves embedding specific patterns and noise images
into neural networks, creating robust templates that can be
identified later (Tekgul et al., 2021). Geometric perturba-
tions, such as displacing triangle medians, embed templates
into images with the extraction process based on controlled
displacements (Molaei et al., 2013). Fourier transformations
offer a robust method by embedding templates into images
through transformations on a random noise array, making
them resistant to common image processing attacks (Wen
et al., 2023). Other innovative techniques, like leveraging
adversarial attacks for cryptographic key generation or using
face morphing to quantify gender suppression in images, fur-
ther illustrate the breadth of strategies available for enhancing
digital content protection (Le Merrer et al., 2020; Mirjalili &
Ross, 2017; Othman & Ross, 2014).

Fig. 5 Text signals as a type of templates. Techniques include various
types of perturbing text data, for ex. inserting, swapping, and adding
patches of text (Robey et al., 2023)

In summary, the perturbation processes involving learn-
able perturbations in proactive learning highlight the balance
between security and image distortion. Various methods,
such as spatial addition, network-based perturbation, and
latent space combination, have been developed, showing
improved performance compared to fixed perturbations
despite the challenges of learning these perturbations.

3.3 Text Templates

Using text characters/tokens/words/sentences is the most
preferred way when dealing with proactive learning for large
language models. Some examples are provided in Fig. 5. We
provide below a summary that outlines a series of method-
ologies for embedding templates into various forms of text
employing corresponding perturbation or perturbation pro-
cesses. A summary of techniques used for embedding texts
in the input data is shown in Table 5.
Word TokensWord tokens are commonly used to create tem-
plates by replacing words with token words that are close
in the embedding space, preserving the original meaning
of the sentence. We show some examples in Fig. 6. First
comes the usage of themost common form of template: word
tokens (Liu et al., 2023b; Munyer & Zhong, 2023). Creating
a list of word tokens involves the generation of candidate
words by removing extraneous text elements and convert-
ing each word into an embedding vector using a pretrained
Word2Vec (Mikolov et al., 2013) model. The perturbation
process is then executed by replacingwordswith tokenwords
that are close in the embedding space (Gao et al., 2022;Mun-
yer & Zhong, 2023; Wang et al., 2024; Wu et al., 2022b),
preserving the sentence’s original meaning as assessed by
an encoder. This encoder evaluates the quality of the added
template by ensuring the encrypted sentence maintains a
high similarity score with the original sentence. Munyer and
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Table 5 Summary of works that utilize text as the template

Category Description Keywords References

Word Tokens Replacing words with
token words close in the
embedding space to pre-
serve meaning

word tokens, embedding
space, preserving mean-
ing, perturbation, substi-
tution

Munyer and Zhong
(2023), Liu et al.
(2023b), Wang et
al. (2024), Wu et al.
(2022b), Gao et al.
(2022), He et al. (2022b)

Character-Level Substitutions Replacing or augment-
ing text with specific
characters, punctuation
marks, or selected words

character-level, substitu-
tions, triggers, augmen-
tation, backdoor attacks

Liu et al. (2023b),
Li et al. (2023e), Li
et al. (2020), Monden
et al. (2000), Robey
et al. (2023), Dong et
al. (2023), Rizzo et al.
(2019)

Text Strings and Masking Transforming train-
ing data with keys or
selectively obscuring
information within data

text strings, masking,
transformation, keys,
selective obscuring

Zhang et al. (2018a),
Guo and Yu (2023)

Zhong (2023) adopt a logits-based approach. A green token’s
logit is obtained for each word, then modified logits are
passed through a softmax operator to establish a new proba-
bility distribution over the vocabulary. This subtly alters the
text in a way that embeds a template without significantly
changing the text’s apparent meaning or readability. Another
method by He et al. (2022b) propose to inject token words in
the conditional word distribution while maintaining the orig-
inal word distribution. This technique uses linguistic features
as a condition for the substitution, which allows the template
to be embedded in a way that is sensitive to the text’s syntax
and semantics.
Character-Level Substitutions Character-level substitutions
involve replacing or augmenting text with specific charac-
ters, punctuationmarks, or selectedwords/sentences to create
templates. Liu et al. (2023b) propose a methodology where
text is replaced or augmented with triggers, ensuring con-
textual appropriateness and text integrity. Similarly, Li et
al. (2023e, 2020); Monden et al. (2000) and utilize triggers
like black marks or specific patterns appended to images for
perturbation, aiding in image identification or manipulation
detection. These triggers, described as hidden signatures, are
added using backdoor attacks to detect unauthorized mod-
ifications. Robey et al. (2023), Dong et al. (2023) explore
character-level perturbations in prompts for LLMs, where
characters are swapped or sampled to integrate perturbations
seamlessly with natural text variability. Lastly, Rizzo et al.
(2019) employ a cryptographic keyed hash function to substi-
tute characters with homoglyphs, which are visually similar
characters with different encodings.
Text Strings and Masking Using text strings and masking
techniques involves transforming training data with keys or
selectively obscuring information within text data to cre-

Fig. 6 Input-encrypted input pair after adding the text templates into
the original text. The technique samples the text more from the green
tokens list for perturbation (Kirchenbauer et al., 2023a)

ate templates. Zhang et al. (2018a) use text strings, images
from other classes, Gaussian noise, etc., to use as templates.
The original training data is transformed with a key indi-
cating how to label the template. The true label of the data
and the predefined label for the template are used to out-
put a protected DNN model and the templates. Masking is
also employed for text data to perform perturbation. Utilized
for masking sentences, Guo and Yu (2023) employ selec-
tive obscuring of sensitive information within textual data.
Masks offer a means of controlling the visibility of specific
segments of text, providing a mechanism for privacy protec-
tion or controlled data disclosure.

In summary, these works present advanced approaches
to text templates, utilizing various signal types, such as
word tokens and character substitutions, along with com-
plex perturbation processes that account for the linguistic and
statistical properties of text. These methods aim to embed
templates that are challenging to detect and remove while
ensuring robustness for reliable verification and attribution.

3.4 Prompts

Prompts have been widely used as a proactive technique,
appending visual or multi-modal prompts to input images or
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captions. Visual prompting involves embedding cues directly
into image or video data to guide machine learning mod-
els, as shown in Fig. 7. These prompts can be embedded at
the pixel level, altering the image data directly. Examples of
input-encrypted input pairs are shown in Fig. 8. Prompts are
extensively used in vision and language-based applications.
A summary of techniques for embedding prompts is provided
in Table 6, with further discussion below.
Visual Prompts in Images and Videos Visual prompts are
embedded into input images or video frames to provide
additional guidance to models during inference. In Tsao et
al. (2023), Bahng et al. (2022), Tsai et al. (2023), Wu et
al. (2022a), visual prompts are embedded into images at
the pixel level or as additional channels to guide model
inference. Zhang et al. (2023b) apply prompts to video
frames, embedding them in the pixel space to alter visual
features. Zhu et al. (2023a) use a visual transformer encoder
with 1D tokens of flattened images. Sohn et al. (2023) add
prompts through prompt tuning, optimizing token generator
parameters while keeping transformer models fixed. Various
visual prompts, such as strokes, masks, boxes, scribbles, and
points, are embedded and extracted using a prompt encoder.
Advanced Embedding Techniques Innovative methods for
embedding visual prompts includemodifying low-frequency
components, using siamese architectures, and augmenting
input images with class-specific prompts. Various works
adopt innovative ways to embed visual prompts into images.
For instance, Han et al. (2023) add visual and key-value
prompts during fine-tuning, inserting them into each trans-
former layer’s input sequence and self-attention module,
respectively.Wang et al. (2023) alter the low-frequency com-
ponents of an image in the frequency domain to add the visual
prompt,modifying the amplitude and phase componentswith
learnable parameters. Pei et al. (2024) adopt a siamese dual-
pathway architecture to embed and extract the prompts using
separate pathways, aligning spatially with image tokens to
capture detailed information. Other works (Kunananthasee-
lan et al., 2024; Kim et al., 2024a) embed visual prompts into
the model by augmenting input images with class-specific
visual prompts. Bar et al. (2022) use grid-like images con-
taining input–output pairs and query images with prompts
for inpainting applications. Visual prompts are also referred
to as different types of perturbations, images (Chen et al.,
2023a; Cai et al., 2024; Chen et al., 2024b, 2023b; Oh et
al., 2023) or vectors (Zhang et al., 2024g), which are added
directly to the images and to the activation maps within the
model. Works like (Kim et al., 2024b; Wang et al., 2024b)
and Yao et al. (2024) treat the prompts as learnable tokens
and colored blocks, respectively.
Multi-modalPromptsMulti-modal prompts combine text and
visual data to enhancemodel performance (Jiang et al., 2024;
Yang et al., 2022a). For instance, in Yang et al. (2022a),
templates are embedded by applying prompts and pertur-

Fig. 7 Prompts as a type of template. Techniques include a bounding
boxes to the images (Asnani et al., 2024; Girshick et al., 2014), b using
attention maps (Li et al., 2018), c text and visual prompts (Jiang et al.,
2024), and e adversarial prompts (Komkov & Petiushko, 2021)

Fig. 8 Various examples of input-encrypted input pairs after adding
prompt templates into the original input images. The templates are
added as a patch on a fixed location (Komkov & Petiushko, 2021; Li et
al., 2023b; Ong et al., 2021), on different locations (Li et al., 2023b), or
on edges for the images (Kunananthaseelan et al., 2024; Li et al., 2023b;
Wang et al., 2022c; Yang et al., 2023b). a Ong et al. (2021), b Yang et
al. (2023b), and c Bahng et al. (2022)

bations to input videos at the frame level, modifying data
distribution for enhanced tracking performance. Xing et al.
(2023) and Wen et al. (2022) propose that text and visual
prompts are embedded using pretrained vision-language
models, with text prompts processed by the text encoder and
visual prompts inserted into the image encoder.

In summary, visual prompts are embedded into image
or video data at the pixel level, in frame-aware sequences,
or within transformer models via low-frequency modifica-
tions or activation map perturbations. Multi-modal prompts
combine text and images using vision-languagemodels, opti-
mized through prompt engineering and model inversion to
enhancemodel performancewhilemaintainingdata integrity.

3.5 Others

Apart from the main types of templates discussed above,
there are several other types of templates that are adopted by
various works. These involve tags, QR codes, images, etc.
Some of the examples using these templates and the input-
encrypted input are shown in Figs. 9 and 10, respectively. We
show the summary of these techniques in Table 7, and discuss
these below.
Differential Excitation and Audio SignalsDifferential excita-
tion and audio signal templates provide robust perturbation
by embedding templates based on image content or audio
alterations. Laouamer et al. (2015) propose using the Weber
differential excitation descriptor to embed a template into
an image by computing the differential excitation for each
block, ensuring the template is tied to the image characteris-
tics and resilient to alterations. Other perturbation methods
involve adding template signals to audio data.Xu et al. (2021)
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Table 6 Summary of works which utilize prompts as the template

Category Description Keywords References

Visual Prompts Embedding visual prompts
into images or video frames
to guide models

visual prompts, images, videos, pixel
level, inference guidance

Tsao et al. (2023), Bahng et al. (2022), Tsai et al.
(2023), Wu et al. (2022a), Zhang et al. (2023b), Zhu
et al. (2023a), Sohn et al. (2023)

Advanced
Embedding Tech-
niques

Modifying low-frequency
components, using siamese
architectures, and class-
specific prompts

low-frequency components, siamese
networks, class-specific prompts, aug-
mentation

Han et al. (2023),Wang et al. (2023), Pei et al. (2024),
Kunananthaseelan et al. (2024), Kim et al. (2024a),
Bar et al. (2022), Chen et al. (2023a), Oh et al. (2023),
Cai et al. (2024), Chen et al. (2024b), Chen et al.
(2023b), Zhang et al. (2024g), Kim et al. (2024b),
Wang et al. (2024b), Yao et al. (2024)

Multimodal
Prompts

Combining text and visual
data to enhance model per-
formance

multimodal prompts, text, visual data,
vision-language models

Jiang et al. (2024), Yang et al. (2022a), Xing et al.
(2023), Wen et al. (2022), Long et al. (2023), Lee et
al. (2023)

convert audio signals into noise for perturbation, altering the
original audio content while maintaining its format, mak-
ing it difficult for unauthorized users to extract meaningful
information.
Random Noise and Predefined Templates Random Noise
encompasses techniques like direct addition of noise to fea-
ture spaces or embedding Gaussian noise vectors into mesh
coordinates output by 3D models (Cho et al., 2007; Med-
imegh et al., 2018; Nakazawa et al., 2010; Zhu et al., 2021).
For example, k-Same-Pixel (Newton et al., 2005) directly
operates on pixel values, while Gaussian noise vectors are
added to mesh vertex coordinates to create robust templates.
The perturbation process for Gaussian noise involves adding
random noise to high-frequency coefficients, ensuring the
templates survive various attacks and maintain robustness
against common mesh operations. Techniques like hiding
noise in sensitive samples (Dwork, 2006; Liu et al., 2021b)
and using Gaussian noise to create trigger patterns for back-
door perturbation are also prevalent.

Predefined templates are also explored in many works,
which involve embeddingunique identifiers like tags (Garrido-
Jurado et al., 2014; Olson, 2011; Wang & Olson, 2016),
fiducial markers (Fiala, 2005; Romero-Ramire et al., 2019),
or predefined triggers (Lim et al., 2022; Zhang et al., 2023)
into the images or 3Dmodels (Ohbuchi et al., 1998b;Zhang et
al., 2024e). These tags are detected using specialized algo-
rithms that identify and localize these markers within the
images. The perturbation process includes encoding binary
payloads into planar markers, which are used for pose esti-
mation and model verification. Other predefined tags are
embedded into the models using neural networks (Cao et al.,
2023; Krogius et al., 2019) or added into the mesh (Ohbuchi
et al., 1998b; Zhang et al., 2024e) that ensure robust detection
and pose estimation capabilities.
Sinusoidal Signals and Digital Signatures Sinusoidal signals
and digital signatures are embedded into data distributions
and neural networks to enhance security and enable tamper

Fig. 9 Other types of templates. These include multiple tags for differ-
ent purposes (Sun et al., 2023;Meng et al., 2022), authorship rights (Wu
et al., 2020), images (Wu et al., 2020), (d) triggers, qr codes, predefined
templates (Kapusta et al., 2024; Li et al., 2023e; Wang et al., 2023a;
Zhao et al., 2023c), and predefined images (Adi et al., 2018)

detection. Sinusoidal template signals are used for encrypting
data. Zhao et al. (2023a) embed sinusoidal signals into data
distributions using hash functions, ensuring concealment and
integrity, which enhances security and robustness. Another
technique employs Tardos-like fingerprinting with nearest
neighbor decoding. Laarhoven (2019) utilize probability-
based vectors for fingerprinting and identification, adding
security or traceability to data. This facilitates the identifica-
tion of unauthorized copies or alterations based on statistical
similarities in the data distribution.

Fan et al. (2019) introduces a passport layer after convo-
lutional layers. This approach incorporates digital signatures
into neural networks, providing authentication or tamper
detection capabilities to model outputs. Appending digital
signatures enables the verification of model predictions and
ensures the integrity of model behavior. Liu andKong (2018)
propose estimating spatial chaotic maps over the prior per-
turbation methods. To improve security, the spatiotemporal
chaotic system is widely applied to chaotic cryptography
because of its improved chaotic dynamic performance.
Code Modifications and Transformations Code modifica-
tions and transformations enhance security by obscuring
the functionality and structure of software programs. Tech-
niques such as overwriting numerical operands or replacing
opcodes are commonly used in code obfuscation (Monden
et al., 2000), making it harder for attackers to understand or
reverse-engineer the program. Code transformations include
function-level obfuscation, where code segments from dif-
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ferent functions are shuffled. Balachandran et al. (2014)
use this technique to obscure the logical flow and structure
of programs, complicating efforts to analyze or understand
their innerworkings. Thesemethods enhance security against
unauthorized access or tampering.

Li et al. (2023c) encode data using ASCII encoding with
a variable length. ASCII encoding is a common technique
for converting textual and symbolic data into a standardized
format, with the variable-length aspect allowing for efficient
representation of diverse information. The approach by Li
et al. (2023c) involve injecting a function into a dataset to
generate input–output pairs using ASCII encoding, thereby
augmenting the available training data for machine learn-
ing models. Finally, object detection works (Brazil & Liu,
2019; Girshick et al., 2014; Kong et al., 2016; Ren et al.,
2015) heavily rely on region proposals in the image repre-
senting possible bounding boxes for objects in the image.
These region proposals can be considered as a type of tem-
plate that is added to the image before passing it through the
detection framework.

In conclusion, various other templates utilize techniques
such as differential excitation, audio signal perturbation,
random noise addition, predefined tags, sinusoidal signals,
digital signatures, and code modifications. These methods
are crafted to embed templates that are hard to detect and
remove while ensuring robust verification and attribution.
Each technique offers distinct advantages in security, robust-
ness, and applicability,making them suitable for awide range
of data types and applications.

4 Template Learning

The learning process for embedding templates, such as bit
sequences, 2D templates, text signals, prompts, and others,
involves integrating these templates into digital content with
minimal visual or functional impact. Different types of tem-
plates have different learning paradigms, and various metrics
are used to evaluate the learning of templates. A summary
of all the works is given in Table 8. We will now discuss the
learning process employed by various types of templates.

4.1 Bit Sequences

In proactive learning, bit sequence embedding is crucial for
enhancing security and verifying digital content. Various
methods integrate bit sequences into data, ensuring integrity
and authenticity through structured encoding and decod-
ing processes. The encoder-decoder framework forms the
backbone of these techniques, while advanced neural net-
work techniques leverage innovative network architectures.
Additionally, advanced techniques in 3D data ensure secure

Fig. 10 Various examples of input-encrypted input pairs after adding
tag templates into the original input images. a Wang et al. (2023a) and
b Kapusta et al. (2024)

perturbation in 3D models, collectively enhancing digital
content security across domains.
Encoder-Decoder Framework The encoder-decoder models
are foundational for embedding and extracting bit sequence
templates, ensuring high fidelity and robustness through
structured encoding anddecoding processes (Sun et al., 2023;
Yang et al., 2021b; Zhao et al., 2023b), functioning to embed
templates by integrating them with the content’s identity and
subsequently ensuring the fidelity of the template through the
decoding process. The efficacy of this method is predomi-
nantly evaluated using bit accuracy metrics (Sun et al., 2023;
Yang et al., 2021b; Wang et al., 2021), which ascertain the
precision of the added template after potential contentmanip-
ulation. Some works have further refined this approach by
fine-tuning encoder-decoder networks with deepfake mod-
els (Sun et al., 2023) or diffusionmodels (Zhao et al., 2023c),
thereby enhancing themodel’s capability to detect and restore
content authenticity with greater accuracy, as indicated by
lower bit error rates. Some methods that employ encoder-
decoder frameworks use statistical analysis like the p-value
of the null hypothesis test (Haghighi et al., 2018; Yu et al.,
2021). Multiple encoders are employed by Wu et al. (2020)
to add bit sequence templates into the image while a single
decoder is used to extract the added template. Various loss
functions are used to guide the training.
Advanced Neural Network Techniques These methods lever-
age innovative network structures and training techniques to
improve bit sequence embedding and extraction, often incor-
porating adversarial training and statistical analyses. The
InverseDecoupled InvertibleNeuralNetwork (DINN) (Meng
et al., 2022) allow tracing templates back through alterations
to restore the original template. Yang et al. (2023a) adopts a
network-based approach with separate modules for embed-
ding and extracting templates, enhancing both bit accuracy
and template accuracy. Zeng et al. (2023) introduce adversar-
ial training methods where a template injector and classifier
embed templates within neural networks. The classifier per-
forms attribution, making decisions to identify the presence
and ownership of templates, useful in intellectual property
disputes.

Further, Uchida et al. (2017), Fernandez et al. (2023),
Nagai et al. (2018), Liu et al. (2021) embed templates by
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Table 8 Summary of perturbation techniques used for adding a bit sequence as a template

Category Description Metrics References

Encoder-Decoder
Framework

CNN models
for embedding
and extracting
bit sequence
template

Bit accuracy, bit error rates,
p-value, SSIM, PSNR,
LPIPS

Zhao et al. (2023b), Sun et al. (2023), Yang et al.
(2021b), Yu et al. (2021), Wang et al. (2021), Wu et
al. (2023b), Cui et al. (2025), Neekhara et al. (2022),
Zhang et al. (2024d), Haghighi et al. (2018), Wu et al.
(2020), Asnani et al. (2023c)

Advanced Neural
Network Tech-
niques

Leveraging neu-
ral networks and
training tech-
niques

Bit error rate, statistical
hypothesis testing, PSNR,
SSIM, accuracy

Meng et al. (2022), Yang et al. (2023a), Zeng et al.
(2023), Uchida et al. (2017), Fernandez et al. (2023),
Nagai et al. (2018), Liu et al. (2021), Zhang et al.
(2021), Li et al. (2022)

Evaluation Met-
rics as Objective
Functions

Using metrics as
objective func-
tions

Bit-error ratio, SSIM,
PSNR, LPIPS, image distor-
tion

Wu et al. (2023b), Zhu et al. (2018), Zhao et al.
(2023b), Paruchuri (2009)

3D Domain Vertex modifi-
cations in point
clouds and SDFs

Bit accuracy, MRMS, HD,
RMSC, correlation coeffi-
cient, SNR

Chen et al. (2024a), Jang et al. (2024), Luo et al.
(2023), Zhu et al. (2023b), Mun et al. (2015), Kanai et
al. (1998), Uccheddu et al. (2004), Wang et al. (2008),
Kim et al. (2005), Liu et al. (2019), Al-Khafaji and
Abhayaratne (2019), Ohbuchi et al. (2001), Peng et
al. (2022), Zhu et al. (2024)

Miscellaneous
Techniques

Techniques for
IP protection,
embedding digi-
tal signatures

Bit accuracy, classification
accuracy, semantic resem-
blance

Chen et al. (2019a), Darvish Rouhani et al. (2019),
Yang et al. (2022b)

adding a regularization term to the original cost function of
the neural network. The decision process involves bit error
rate analysis (Nagai et al., 2018; Liu et al., 2021; Uchida et
al., 2017) and statistical hypothesis testing for template veri-
fication. Fernandez et al. (2023) use public key cryptography
for signature extraction and verification, ensuring that only
the rightful owner can claim their embedded template. Meth-
ods utilizing deep spatial perturbation frameworks involve
embedding sub-networks to insert templates into target mod-
els using additive-based embedding and noise layers (Zhang
et al., 2021). The extraction relies on trained sub-networks
to isolate the template, with metrics like Peak Signal-to-
Noise Ratio (PSNR) and Structural Similarity Index (SSIM)
used for visual quality evaluation. In federated deep neu-
ral networks, feature-based and backdoor-based templates
are embedded, with fidelity assessed through classification
accuracy and statistical significance (Li et al., 2022).
Evaluation Metrics as Objective Functions Evaluation met-
rics such as bit-error ratio, SSIM, PSNR, and LPIPS are
critical for assessing the integrity of embedded templates
and the overall content quality post-manipulation. There-
fore, some techniques utilize these metrics as the objective
functions. Wu et al. (2023b) propose an encoder-decoder
approach where the evaluation relies on metrics such as
bit-error ratio, SSIM, PSNR, and LPIPS. These metrics
assess the template’s integrity post-manipulation and eval-
uate the overall content quality, ensuring that perturbation
does not compromise usability while defending against tam-
pering. Zhu et al. (2018) incorporate image distortion and

adversarial loss into the encoder-decoder process to enhance
adversarial robustness. This approach is crucial for develop-
ing templates that can withstand adversarial attacks. Zhao et
al. (2023b) employs cross-correlation between the extracted
identity and a predefined template, with auto-correlation
assessing the template itself. Paruchuri (2009) leverage
selective embedding into Discrete Cosine Transform (DCT)
coefficients, aiming to minimize distortion in video data.
3D Domain Techniques for embedding templates in 3D
data include methods for modifying vertex distributions and
embedding binary messages in point clouds and Signed
Distance Fields (SDFs). templates are integrated into the
rendering process or embedded using Implicit Neural Rep-
resentation (INR) and specific keys (Chen et al., 2024a; Jang
et al., 2024; Luo et al., 2023). For SDFs (Mun et al., 2015;
Zhu et al., 2023b), binary template messages are embedded
through local deformations within spherical partitions. The
extraction from template SDFs is evaluated based on bit accu-
racy. Further, wavelet analysis(Kanai et al., 1998; Kim et al.,
2005; Uccheddu et al., 2004; Wang et al., 2008) is used to
obtain approximation meshes and wavelet coefficients, with
salient points extracted based on mesh saliency. These meth-
ods are evaluated usingmetrics likeMean RootMean Square
(MRMS) and Hausdorff Distance (HD).

Techniques involving point clouds calculate the Root
Mean Square Curvature (RMSC) values of vertices and
establish synchronization relations to embed template infor-
mation (Liu et al., 2019). The extraction process calculates
the correlation coefficient between the extracted and orig-
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Table 9 Summary of perturbation techniques used for adding 2D noises as template

Category Description Metrics References

Adversarial Perturbations Optimizing small pertur-
bations to input data

Accuracy, MSE, SSIM,
FDFR, ISM, SER-FQA,
BRISQUE,FID,L2 error

Ducoffe and Precioso (2018), Xu et al. (2023), Xue et al. (2022),
Wu et al. (2024), Tang et al. (2024a), Zhang et al. (2021b), Zhang
et al. (2022), Shi and Sagduyu (2017), Liu et al. (2020), Kitada
and Iyatomi (2021), Dong et al. (2019), Van Le et al. (2023),
Huang et al. (2022), Segalis and Galili (2020), Ruiz et al. (2020),
Yeh et al. (2020), Zhong and Deng (2020), Yu et al. (2019), Li
and Lin (2019), Agrawal and Srikant (2000), Meng and Chen
(2017), Ye et al. (2023), He et al. (2023)

Learnable Perturbations Estimating perturbations
using task-specific loss
functions

PSNR, SSIM, LPIPS,
template Detection Rate,
False Positive Rate

Asnani et al. (2024), Asnani et al. (2022), Asnani et al. (2023a),
Wong and Kolter (2020), Wang et al. (2023a), Tekgul et al.
(2021), Wang et al. (2022c), Cui et al. (2023), Zhao et al. (2024),
Xiao et al. (2021), Peng et al. (2022), Cozzolino and Verdoliva
(2019)

GANs GANs estimate tem-
plates

ASR, PSNR, SSIM, KL
divergence

Hu et al. (2022), Xiong et al. (2020), Wu et al. (2019)

Privacy Preservation Minimizing classifier
accuracy to protect
identities

Genuine/imposter match
scores, perceptual simi-
larity

Mirjalili et al. (2018), Shan et al. (2020), Othman and Ross
(2014), Cherepanova et al. (2021)

Geometric Perturbations Displacing triangle
medians in 3D models

Imperceptibility, capac-
ity, mean distortion, L0,
L1, L2 norms

Molaei et al. (2013), Dhillon et al. (2018), Li et al. (2024b)

inal templates. Al-Khafaji and Abhayaratne (2019) use the
GraphFourier Transform (GFT) to embed templates in sorted
GFT coefficients, with extraction relying on these coeffi-
cients and specific selection conditions. Spectral domain
methods modify mesh spectral coefficients to embed tem-
plates resistant to transformations and noise (Ohbuchi et al.,
2001), evaluating metrics like perceptibility, robustness, and
resistance to disturbances. Variable Direction Double Mod-
ulation (VDDM) (Peng et al., 2022) transforms 3D models
into spherical coordinates, embedding templates based on
vertex positions in the one-ring neighborhood. Extraction
involves recovering templates from encrypted and plaintext
domains, assessed using imperceptibility and bit error rate
(BER). In the attention-based method by Zhu et al. (2024),
vertex distributions are modified based on binary messages.
The extraction involves decoding binary messages from
template embedded vertices, with metrics like Hausdorff
distance and signal-to-noise ratio (SNR) used to measure
geometric distortion.Advancedmethods embed templates by
perturbing 3D point coordinates or modifying vertex norm
histograms (Mun et al., 2015).
Miscellenaous Techniques Some techniques for IP protection
include embedding digital signatures in neural networks and
fine-tuning weights to trigger specific templates. Chen et al.
(2019a) propose to acquire the weights in the marked layers
to reconstruct the class-specificFPvectorwhich is then corre-
lated by the predicted score vector for IP protection. Darvish
Rouhani et al. (2019) also fine-tune the weights of the neural
network by creating specific input keys to later trigger the

corresponding template and use the recovered template for
the task of IP protection.

Text-based methods use semantic models to encrypt con-
tent, ensuring the original message’s meaning is preserved.
Some works (Yang et al., 2022b) employ semantic models
like BERT (Devlin et al., 2019) for perturbation, maintain-
ing the message’s meaning. The learning objective involves
semantic analysis, ensuring the encrypted content resembles
the original sentence in meaning, beyond just statistical mea-
sures.

In summary, bit sequence embedding techniques leverage
the encoder-decoder framework and advanced network archi-
tectures to ensure robust and accurate template embedding.
Comprehensive evaluationmetrics and neural network-based
methods further strengthen this learning process of the bit-
sequence templates. Collectively, these approaches provide
a robust framework for maintaining the integrity and relia-
bility of digital content across various applications. Next, we
list out works involving the learning process for 2 templates.

4.2 2D templates

Learning the class of 2D templates has progressed sig-
nificantly, incorporating various perturbation techniques to
ensure robust and secure perturbation and improvement in
various applications. These methods use adversarial pertur-
bations, learnable perturbations, and geometric transforma-
tions to embed template signals effectively. A summary of
all the works is given in Table 9. We will now discuss these
methods in detail.
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Adversarial Perturbations Adversarial perturbations involve
optimizing small but intentional perturbations to input data,
misleading models while maintaining imperceptibility to
human observers.Adversarial perturbations, optimized using
techniques like Fast Gradient Sign Method (FGSM), Basic
Iterative Method (BIM), Carlini and Wagner (C&W), Iter-
ative Fast Gradient Sign Method (I-FGSM), and Projected
Gradient Descent (PGD), are integrated into neural net-
work feature spaces. The perturbations are estimated through
classifiers, aiming to mislead models while maintaining
imperceptibility (Ducoffe & Precioso, 2018; Tang et al.,
2024a; Xu et al., 2023; Xue et al., 2022; Wu et al., 2024).
The evaluation metrics for these methods often include clas-
sification accuracy and robustness measures such as mean
squared error (MSE) and structural similarity indices.

Adversarial attack methods create benign adversarial
examples to either distort a model’s output (Huang et al.,
2022; Van Le et al., 2023) or benefit a victim model (Yang
et al., 2021a; Zhong & Deng, 2020). These methods intro-
duce small perturbations that are imperceptible to humans
but cause machine learning models to make mistakes, often
for social good. Different optimization processes, such as
various attacks and loss functions, estimate learnable pertur-
bations. Themethod uses metrics like Face Detection Failure
Rate (FDFR), Identity Score Matching (ISM), SER-FQA,
BRISQUE, Frechet Inception Distance (FID), and L2 dis-
tance to assess the effectiveness of perturbations. Yu et al.
(2019) propose estimating model fingerprints for attribut-
ing the source model of an image using neural networks as
fingerprints. Classifiers and encoders are integral in decision-
making when assessing perturbations’ impact (Agrawal &
Srikant, 2000; Li & Lin, 2019), taking adversarial perturba-
tions as inputs for applications such as model attribution or
computing similarity scores between image fingerprints.
Learnable Perturbations Learnable templates involve esti-
mating a perturbation using task-specific loss functions. The
gradients of the methods are backpropagated to update the
parameters of these learnable templates to find minimal
perturbations improving the respective task (Asnani et al.,
2024, 2022, 2023a; Jiang et al., 2023). These methods are
evaluated using PSNR (Peak Signal-to-Noise Ratio), SSIM
(Structural Similarity Index), andLPIPS (LearnedPerceptual
Image Patch Similarity). In the fine-tuning process, meth-
ods (Asnani et al., 2024, 2022, 2023a;Cui et al., 2023;Huang
et al., 2024b; Wong & Kolter, 2020) embed templates by
optimizing perturbations to minimize loss while maintaining
image quality. Metrics such as the template Detection Rate
(TPR) and False Positive Rate (FPR) evaluate the effective-
ness of the template embedding.

In perturbation optimization, some approaches refine
adversarial perturbations using manifold optimization tech-
niques to create patches that mimic human facial features,
enhancing transferability across differentmodels (Xiao et al.,

2021). Rajabi et al. (2021) and Peng et al. (2022) estimate
universal perturbations using encoder networks and ensem-
bles of small CNNs, maintaining effectiveness across images
of varying resolutions. Siamese networks are also utilized for
template estimation, leveraging dual networks to extract and
learn discriminative features from image noiseprints (Coz-
zolino & Verdoliva, 2019). These networks are particularly
useful in forensic applications, where determining the source
camera model of an image is necessary. They are trained
to recognize subtle noise patterns unique to specific cam-
era models, enabling accurate attribution of images to their
original devices.
Generative Adversarial Networks (GANs)GenerativeAdver-
sarial Networks (GANs) play a central role in several
applications, including estimating learnable templates. For
instance, Hu et al. (2022) propose ATM-GAN for transfer-
ring makeup styles between images to estimate templates
and add those templates to images processed by PP-GAN
for de-identifying faces to protect privacy. These GAN archi-
tectures are trained with adversarial examples to withstand
attacks and fulfill specific image manipulation detection
applications. Another example is Xiong et al. (2020), who
use a GAN-based architecture to estimate adversarial exam-
ples and disrupt the target model. Wu et al. (2019) propose
leveraging a GAN-based architecture and contrastive loss to
de-identify the facial identity of the images in the dataset.
These methods utilize the quality of an image and metrics
like Attack Success Rate (ASR), Peak Signal-to-Noise Ratio
(PSNR), and Structural Similarity Index (SSIM) to verify
the attack on the victim model. These measures are vital for
determining the degree to which an image has been compro-
mised by an attack and the perceptual quality of the image
compared to its original state.
Privacy Preservation Privacy preservation methods aim to
reduce the accuracy of specific classifiers, such as gender
classifiers, while maintaining high biometric matching accu-
racy to protect individual identities. For example, Mirjalili
et al. (2018) reduce gender classifier accuracy, confus-
ing algorithms without affecting biometric matching. This
approach in adversarial machine learning ensures privacy
by misleading classifiers while preserving identity recogni-
tion. Similarly, Shan et al. (2020) manipulates the feature
extraction process in image recognition, using adversarial
techniques to alter images and causemodels tomislabel them,
enhancing privacy protection. In facemorphing applications,
templates are estimated using automated gender classifiers,
which assign labels and confidence values to quantify gen-
der suppression in images (Othman & Ross, 2014). The
evaluation metrics for these techniques include genuine and
imposter match scores, which assess the effectiveness of
the perturbations. The LowKey method (Cherepanova et al.,
2021) manipulate potential gallery images so that they do not
match probe images of the same person. It achieves this by
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Table 10 Summary of
perturbation techniques used for
adding texts as a template

Category Description Metrics References

Network-based Methods Using neural networks in
embedding text perturba-
tions for perturbation

Binary detection
accuracy, z-statistic,
language-level metrics

Munyer and Zhong
(2023), Kirchenbauer et
al. (2023a), Dong et al.
(2023)

Perturbation Techniques Modifying text prompts
to enhancemodel robust-
ness and detect adversar-
ial manipulations

Similarity metrics,
attack resistance, detec-
tion accuracy

Robey et al. (2023), Li et
al. (2023c)

Pattern Alterations Modifying the original
text using specific pat-
terns to embed templates

Hash function accuracy,
trigger effectiveness,
similarity scores

Rizzo et al. (2019), He
et al. (2022a), Guo and
Yu (2023), Sadasivan et
al. (2023), Krishna et al.
(2023)

Linguistic Features Creating and verifying
templates using linguis-
tic features and statistical
testing

Statistical testing, lan-
guage metrics, attack
success rates

He et al. (2022b), Zhang
et al. (2018a), Liu et al.
(2023b)

creating a perturbed image whose feature vector is signifi-
cantly different from that of the original image.
Geometric Perturbations Geometric perturbations are used
as templates by displacing triangle medians in 3D mod-
els (Molaei et al., 2013). The extraction process involves
analyzing the displacement vectors, with metrics such as
robustness, imperceptibility, and capacity. Mean distortion
measures the average difference between the original and
template embedded models. 2D templates are added to
pretrained models using random noise or weight pruning
techniques (Dhillon et al., 2018; Li et al., 2024b), creating
adversarial examples to test model robustness. These meth-
ods are evaluated using norms like L0, L1, and L2 tomeasure
reconstruction error and probability divergence.

Overall, these techniques utilize a combination of per-
turbation methods and advanced learning models to ensure
secure and robust proactive learning. The ongoing advance-
ments promise further improvements in the protection and
verification of digital ownership in data, 2Dmodels, 3Dmod-
els, etc., with comprehensive evaluation metrics ensuring the
effectiveness of these methods.

4.3 Text Templates

Using text templates is a prominent method in proactive
learning, focusing on network-based learning, perturbation
techniques, and pattern alterations to embed and verify tem-
plates in textual data. A summary of all the works is given
in Table 10. We will now discuss these methods in detail.
Network-based Methods Network-based methods involve
using neural networks in embedding text perturbations.Mun-
yer and Zhong (2023) propose to train a classifier with both
encrypted and non-encrypted data. A transformer classifier is
used to perform the binary detection. In Kirchenbauer et al.

(2023a), the model distinguishes between ‘green’ and ‘red’
tokens, prioritizing the use of ‘green’ tokens especially when
the word’s entropy is high. This approach is complemented
by denoising techniques and statistical transformations to
ensure similarity between original and processed sentences.
On the decision side,Munyer and Zhong (2023) employ
a transformer classifier for binary detection, and Kirchen-
bauer et al. (2023a) use a null hypothesis to determine if
a text sequence was generated without knowledge of cer-
tain rules. A significant z-statistic leads to the rejection of
the null hypothesis, indicating potential machine generation.
Sometimes,methods also employ language-levelmetrics like
typos, verbosity, speech, simplification, etc., to evaluate their
approach (Dong et al., 2023).
Perturbation Techniques Perturbation techniques involve
modifying text prompts to enhance model robustness and
detect adversarial manipulations. Perturbation techniques
are applied repeatedly to prompts in the learning process
by Robey et al. (2023), with outputs aggregated to resist
attacks. Li et al. (2023c) design multiple template func-
tions with various coefficients, creating input–output pairs
and fine-tuning the language model. This robust embedding
method is assessed using similarity metrics between origi-
nal and denoised outputs, helping to determine if the text is
machine-generated and evaluating the model’s resistance to
adversarial manipulation.
Pattern Alterations Pattern alteration methods modify the
original text using specific patterns to embed templates
while preserving semantic integrity. Some methods alter the
original text using patterns. Rizzo et al. (2019) scan text
for confusable symbols and replace them with homoglyphs
based on template bits, invisible to readers but detectable in
technical analysis. He et al. (2022a) use lexical knowledge
to embed semantics-preserving templates, ensuring perturba-
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tion without compromising text meaning. Trigger functions
detect templates for ownership verification. Guo and Yu
(2023) mask and denoise text sentences with a diffusion
model, assessing similarity to determine if text is human
or machine-generated. Sadasivan et al. (2023) use recursive
paraphrasing to train data security methods with paraphrased
text pairs. Krishna et al. (2023) fine-tune LLMs with para-
phrased text data to produce text with a similar paraphrasing
style.
Linguistic Features Using linguistic features and statistical
testing, these methods create and verify robust, semantics-
preserving templates in text. He et al. (2022b) employ part-
of-speech tags and dependency trees to generate templates
resilient to text generation API manipulations, evaluating
their accuracy through statistical testing and p-values. Zhang
et al. (2018a) design prompts for verifying AI service owner-
ship, while Liu et al. (2023b) fine-tune LLMs with encrypted
data for IP protection, using language-level metrics and
hypothesis testing to detect and extract templates with high
robustness.

In summary, proactive learning uses techniques like
network detection, perturbation, pattern alterations, and lin-
guistic perturbation to secure text data, ensuring integrity
and protection against adversarial attacks and unauthorized
manipulation.

4.4 Prompts

The extraction of visual and text prompts from embedded
signals in machine learning models involves a variety of
sophisticated processes and metrics to ensure accurate and
effective signal utilization. These prompts can be visual, text-
based, or a combination of both, and they are embedded and
extracted using various techniques tailored to specific appli-
cations and models. A summary of all the works is given
in Table 11. We will now discuss these works in detail.
Embedded Visual Prompts Embedding visual prompts into
the input space of models helps fine-tune and improve
applications such as segmentation and classification. Visual
prompts are commonly embedded into the input space of
models. For example,Park and Byun (2024) propose that in
the Vision Transformer (ViT) (Vaswani et al., 2017) model,
prompts are added to the input sequence during fine-tuning,
with mechanisms like Multi-head Self-Attention (MSA) and
Masked Multi-head Self-Attention (MSA*) encoding the
prompts. In segmentation applications, visual prompts are
processed through a prompt encoder to extract meaning-
ful features. These features guide the segmentation process
by being combined with input image features and passed
through a decoder to generate segmentation masks(Li et al.,
2024a). Metrics such as accuracy, precision, recall, and F1
score measure themodels’ ability to correctly classify or pre-
dict target labels (Park & Byun, 2024; Wu et al., 2022b).

In segmentation applications, metrics like Jaccard and F-
measure (JF) and global average precision are employed to
compare predicted masks with ground truth masks (Li et al.,
2024a).
Combined Text and Visual Features Using specific encoders
to extract both text and visual features improves applications
like tracking and classification in multi-modal scenarios. In
scenarios involving both text and visual features, specific
encoders extract these features: a trainable word embed-
ding layer for text and a vision encoder like ResNet-50 for
video frames. Frame-aware visual prompts are embedded
into video frames to enhance applications like tracking and
classification (Zhang et al., 2023b). Transformer-basedmod-
els (Wu et al., 2022a; Zhu et al., 2023a) use transformer
encoder layers for feature extraction and interaction. Auto
Visual Prompting (Tsao et al., 2023) adds prompts as addi-
tional channels using binary masks, extracted with binary
classification loss, and evaluated with metrics such as accu-
racy gain, IoU, and pixel accuracy.

Further, visual prompts are also extracted by combin-
ing language and image-dependent encodings. For instance,
in Kunananthaseelan et al. (2024), the language encoding
matrix from a pretrained model is projected and modulated
with image-dependent encodings, which are then combined
to formvisual prompts. Thismethod is integral tomodels that
rely on textual descriptions for class representations, which
are crafted and encoded to provide guidance during infer-
ence.
Generative Vision Transformers Generative vision trans-
formers use prompt tuning to optimize and learn prompts,
enhancingmodel performance through refined feature extrac-
tion. In generative vision transformers, prompts are learned
and added through prompt tuning, with token generator
parameters optimized via gradient descent (Sohn et al.,
2023). The extraction process uses Multi-Layer Perceptron
Classifiers (MLPC) and Predictors (MLPP) to encode class
and sequence position indices, and performance is evaluated
using metrics like Fréchet Inception Distance (FID). End-
to-End Visual Prompt Tuning (E2VPT) (Han et al., 2023)
involves learning prompts during fine-tuning, inserting pre-
defined text tokens into transformer layers. These prompts
are extracted using a pruning strategy to remove the least
important ones, and performance is measured using accuracy
and parameter efficiency, quantifying the number of tunable
parameters and prediction correctness.
Frequency Domain Visual Prompts Visual prompts embed-
ded in the frequency domain are extracted using pre-trained
models that generate segmentation predictions, with perfor-
mance evaluated using metrics like the Dice coefficient and
Average Surface Distance (ASD) (Wang et al., 2023). For
visual prompts added as perturbations to test-time examples,
metrics such as standard accuracy and robust accuracy mea-
sure the model’s predictions on both normal and adversarial
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examples (Chen et al., 2023a). The visual prompt signal is
embedded into input images by attaching it to each pixel,
influencing the semantics of the image during adaptation.
In scenarios where visual prompts are directly optimized via
backpropagation (Bahng et al., 2022), they are added to input
images, and during training, the model maximizes the like-
lihood of the correct label given the prompted image. The
performance of visual prompting is assessed using metrics
such as average accuracy across multiple datasets.
Video and Tracking Prompts Embedding prompts and pertur-
bations in video frames enhances the accuracy and effective-
ness of trackingmodels. In ProTrack (Yang et al., 2022a), the
authors propose to embed signals by applying prompts and
perturbations to input videos, enhancing the discriminative
ability of RGB trackers. The performance of these techniques
is evaluated using precision, recall, and F-score, which mea-
sure the accuracy and effectiveness of tracking results. In
contrast, techniques like SA2VP (Pei et al., 2024) utilize
cross-entropy loss to optimize model performance during
training, with metrics like accuracy, precision, recall, and F1
score evaluating performance on benchmarks like VTAB-1k.
AdvancedPrompt TechniquesAdvancedmethods use sophis-
ticated techniques to enhance model performance across var-
ious applications. Advanced methods like Colorful Prompt
Tuning (CPT)(Yao et al., 2024) embed visual sub-prompts by
marking image regions with distinct colors or segmentation
masks, and textual sub-prompts using color-based query tem-
plates. The performance of CPT is evaluated with grounding
accuracy, recall@N, and mean recall@N for visual relation
detection, aswell as accuracy in visual commonsense reason-
ing andquestion answering applications. InVision-Language
Pre-Training Models (VL-PTMs) (Wen et al., 2022; Yu
et al., 2024), visual prompts are embedded by optimizing
input images through model inversion, and the extracted fea-
tures are evaluated using metrics like Attack Presentation
Classification Error Rate (APCER), Bonafide Presentation
Classification Error Rate (BPCER), Average Classification
Error Rate (ACER), and Half Total Error Rate (HTER).

In conclusion, the use of visual and text prompts in
machine learning models enhances performance across var-
ious applications. Techniques like combining language and
image encodings or embedding prompts in different domains
are evaluated using metrics such as accuracy, IoU, FID,
and recall. These advancements continue to improve model
robustness, accuracy, and functionality.

4.5 Others

As discussed earlier, there are some approaches that utilize
types of templates different from the above template cate-
gories. A summary of all the works is given in Table 12. We
now discuss the learning processes adopted by these works
(Fig. 11).

Fig. 11 Attention-based learning. Attention maps are utilized by
either employing a contrastive alignment between text and visual
prompts (Jiang et al., 2024), b applyingmasking to attentionmaps (Park
& Byun, 2024)

Perturbation in Language Models Perturbing probability
vectors and using sinusoidal signals to embed templates in
languagemodels enhances security. Perturbation in language
models as performed by Zhao et al. (2023a) involves per-
turbing the probability vector using a sinusoidal signal and a
hash function. The Lomb-Scargle periodogram is employed
for spectrum estimation with each text input. The evaluation
involves estimating the PSNR using the peak value of the
estimated power spectrum at the particular frequency. The
process of Poison-only Backdoor Attacks is also adopted
for LLM defense by Li et al. (2023e, 2020); Adi et al.
(2018) using templates as triggers on the input images. This
attack method subtly corrupts a system, remaining dormant
until a specific trigger is activated. The learning objective
is tailored to detect such backdoor attacks, using hypothe-
sis testing (Li et al., 2023e), spatial-temporal score (Li et al.,
2020), hash functions (Adi et al., 2018), and similar statistical
methods to ascertain the presence of the attack. Other meth-
ods (Sablayrolles et al., 2020) perturb the training data with
class-dependent isotropic unit vectors to fine-tune the model,
making it embed the template into the generated media.
Gaussian Noise Gaussian noise is added to feature points or
vertex coordinates in 3D models to embed templates (Praun
et al., 1999; Zhu et al., 2021). This process adjusts vertex
coordinates in key regions or applies DCT transformations
to high-frequency coefficients. Robustness and quality are
measured through metrics like PSNR, SSIM, and LPIPS.
Additionally, random noise templates protect sensitive infor-
mation while maintaining model accuracy, with differential
privacy metrics like ε used to assess privacy levels (Dwork,
2006; Zhang et al., 2018b; Cohen et al., 2019).
Trigger Samples and Predefined Tags Many works use trig-
ger samples added to the input samples (Ahmadi et al., 2020;
Kapusta et al., 2024; Lim et al., 2022; Zhang et al., 2023),
and the neural networks are then trained/finetuned with these
trigger-containing samples. The extraction process involves
calculating correlations between extracted trigger samples
and the original trigger pattern, or by estimating the out-
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Fig. 12 Multi-modal prompt learning. Different prompt learningmech-
anisms shown by Shen et al. (2024), Li et al. (2023b), Jia et al. (2022)
a text prompt trainable, b visual prompt trainable, and c both text and
visual prompt trainable. Othermethods include backbone trainable with
frozen prompt generator, prompt generator, and head is trained with
backbone as frozen, etc.

puts, which would only be predicted if trigger samples are
used. Success rates of trigger verification andmodel accuracy
on trigger samples are used to assess effectiveness. Met-
rics such as accuracy, precision, recall, F1 score, and trigger
recognition rates are also employed. Predefined tags, such
as AprilTags (Wang & Olson, 2016; Olson, 2011; Garrido-
Jurado et al., 2014), are embedded in images or 3D models
for applications like pose estimation and automatic detection.
The learning process involves designing fiducial markers and
training detection algorithms to recognize and decode these
tags. The extraction process involves detecting and decod-
ing these tags using specialized algorithms. Metrics include
detection range, robustness to occlusion, and computational
efficiency (Fig. 12).
Code Protection and Obfuscation Reverse engineering and
obfuscation techniques safeguard code integrity and prevent
unauthorized access. In code protection, reverse processes
convert bit sequences back into operands and opcodes,
revealing templates through dummy methods to verify
authenticity and detect tampering (Monden et al., 2000). Bal-
achandran et al. (2014) obfuscate code by transforming
instruction sequences ending with jump instructions into
basic blocks, displacing them to different functions. The
obfuscation’s effectiveness is assessed using tools like IDA
Pro, focusing on disassembly and control flow errors to
ensure robustness against automated attacks.
Miscellaneous Fourier space perturbation, passport layers,
frontier stitching, and privacy preservation techniques offer
robust methods for enhancing security and privacy in digital
content. Fourier space perturbation, as demonstrated byWen
et al. (2023), embed templates into the Fourier space of a
noise array using a rotation-invariant pattern composed of
concentric rings selected from a Gaussian distribution. This
method provides resilience to various image transformations
and evaluates template presence by estimating a P-value,
with detection confirmed if the P-value falls below a pre-
determined threshold, α. Passport layers, introduced by Fan
et al. (2019), enhance model security by adjusting the scale
factor and bias terms of convolutional layers, ensuring that
the network functions correctly only with the proper ‘pass-
port’ parameters. An incorrect passport distorts the output,

preventing unauthorized use and reverse engineering, while
the non-invertibility of the design further secures it against
tampering.

Frontier stitching and privacy preservation methods fur-
ther contribute to the security landscape. The frontier stitch-
ing algorithm by Le Merrer et al. (2020) subtly marks a
model by clamping its decision frontier, using hypothesis
testing to verify the template’s presence. Laarhoven (2019)
employ hash tables to manage high-dimensional data, iden-
tifying near neighbors and detecting potential colluders by
analyzing data through sparse dot products, useful in large
datasets. For privacy preservation, Xu et al. (2021) propose
incorporating audio as noise by extracting it from a video,
mapping it into a low-dimensional space, and adding it to
the video frames’ codebook. This ensures that only autho-
rized receivers can decode and reconstruct the original video
frames. Additionally, Liu and Kong (2018) use a spatiotem-
poral chaotic system for chaotic cryptography, applying an
improved perturbationmethod based on a spatial chaoticmap
to secure the face region within an image, enhancing privacy
and resisting decryption efforts.

In conclusion, these diverse approaches extend beyond
conventional methods to embed and extract templates,
enhancing the security and robustness of digital content.
Techniques such as Fourier space perturbation, Gaussian
noise in 3D models, trigger samples, and predefined tags
offer innovative solutions for various applications. The inte-
gration of advanced perturbation, obfuscation, and privacy-
preserving methods ensures the integrity and protection
of data across multiple applications. These advancements
underscore the importance of developing versatile and
resilient techniques to safeguard digital information in an
increasingly complex and interconnected world.

5 Applications

Now that we have a good understanding of the types of tem-
plates and the different processes involved, like perturbation
and the learning process. Nowwe provide a discussion on the
application of these proactive techniques in various applica-
tions. These techniques are used in a variety of applications,
which are summarized in Table 13.

5.1 VisionModels Defense

In the evolving landscape of digital media, vision model
defense has become a critical area of focus to ensure the
integrity, authenticity, and security of visual content. This
field encompasses a range of techniques to detect, prevent,
and attribute deepfakes and other forms of tampered media.
Generative AI Protection. The rapid adoption of diffusion
and video generation models has introduced a new frontier
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Table 12 Summary of perturbation techniques used for adding templates not categorized as main template categories

Category Description Metrics References

Perturbation in Language Models Perturbing probability vectors and
using sinusoidal signals to embed
templates in language models

PSNR, hypothesis testing, spatial-
temporal score

Zhao et al. (2023a), Li et al. (2023e,
2020), Adi et al. (2018), Sablay-
rolles et al. (2020)

Gaussian Noise Adding Gaussian noise to feature
points or vertex coordinates to
embed templates in 3D models

Detection error, correlation
between coefficients, PSNR, SSIM,
LPIPS, ε

Praun et al. (1999), Zhu et al.
(2021), Nakazawa et al. (2010),
Medimegh et al. (2018), Cho et al.
(2007), Ohbuchi et al. (2002), Pham
et al. (2018), Ai et al. (2009), Dwork
(2006), Zhang et al. (2018b), Cohen
et al. (2019)

Trigger and Predefined Tags Using trigger samples and prede-
fined tags to enhance detection
capabilities

Accuracy, precision, recall, F1
score, trigger recognition rates

Zhang et al. (2023), Lim et
al. (2022), Kapusta et al. (2024),
Ahmadi et al. (2020), Peng et al.
(2025), Li et al. (2022b), Wang and
Olson (2016), Olson (2011)

Code Protection and Obfuscation Ensuring code integrity and protec-
tion against unauthorized access

Robustness, control flow errors,
detection range

Monden et al. (2000), Balachan-
dran et al. (2014)

Fourier Space Perturbation Embedding templates in the Fourier
space to provide resilience to vari-
ous image transformations

Interpretable P-value, detection
threshold (α)

Wen et al. (2023)

Passport Layers Adjusting scale factors and using
adversarial techniques to enhance
model security

Non-invertibility, detection accu-
racy, robustness

Fan et al. (2019)

Frontier Stitching Clamp the decision frontier Statistical framework, hypothesis
testing

Le Merrer et al. (2020), Laarhoven
(2019)

Privacy Preservation Incorporating audio as noise and
using chaotic systems to ensure pri-
vacy in multimedia content

Privacy protection level, sensitivity
analysis

Xu et al. (2021), Liu and Kong
(2018)

for proactive defenses that embed verifiable signals at gen-
eration time. Recent works such as Wang et al. (2025a); Zou
et al. (2025), and Chen et al. (2025a) integrate watermark-
ing directly into diffusion or latent-space pipelines to ensure
content traceability across image and video synthesis. Frame-
works like ProMark (Asnani et al., 2023c) ans CustomMark
Asnani et al. (2025), combine proactive watermarking with
signed provenance metadata. Several recent works explore
watermarking directly within diffusion pipelines, enhancing
robustness to regeneration and editing (Lee & Cho, 2025; Lu
et al., 2024). These approaches reflect a shift from post-hoc
forensics to born-authentic media, where ownership, gener-
ation context, and integrity are established during synthesis.
Deepfake Detection and Attribution Enhancing deepfake
detection and source attribution involves techniques like arti-
ficial fingerprints and learnable templates. Yu et al. (2021)
use artificial fingerprints from training data to identify and
attribute deepfakes to their source models. Asnani et al.
(2022, 2023a) introduce learnable templates in real images
for improved detection and localization of tampered images.
The DeepMark (Tang et al., 2024b) framework uses a Digi-
tal Metadata Marker (DMM) for scalable deepfake detection
by comparing visual features. AdvMark (Wu et al., 2024)

Fig. 13 Adding tags and triggers to the images. a Embedding trigger
text prompt to the model, which, when given the prompt, would output
the QR code (Zhao et al., 2023c), and b adding a predefined tag to the
Fourier space of the image (Wen et al., 2023)

embed adversarial templates as templates to enhance deep-
fake detection accuracy. Asnani et al. (2023b) estimate the
fingerprints left by generative models using the predefined
constraints for deepfake detection, image attribution, and
reverse engineering of generative models (Fig. 13). Dynamic
or hybrid watermarking schemes further integrate adaptive
ormulti-stage embeddings to localize tampering (Chen et al.,
2025b; Zhang et al., 2025).
Tampering Detection and Verification Watermarking and
embedding techniques ensure image integrity and recovery
after tampering. Various methods, such as spatial domain
embedding (Laouamer et al., 2015),DCT-based schemes (Singh
& Singh, 2016), and singular value decomposition (Dadkhah
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Fig. 14 Method using other types of templates, like a code transfor-
mations (Yang et al., 2023a), and b specific functions (Li et al., 2023c)
into the data to embed templates into the input data

et al., 2014), create templates to detect and sometimes recover
tampered content. These techniquesmaintain image integrity
by detecting altered blocks and recovering areas with high
precision. Adaptive strategies further enhance this by con-
sidering image block complexity and employing techniques
like image smoothness differentiation, overlapping embed-
ding (Hsu & Tu, 2016), and hierarchical recovery (Cao et
al., 2017; Hsu & Tu, 2010; Qin et al., 2017). Interlocking
templates within image blocks (Haghighi et al., 2018; Lee &
Lin, 2008) enhance tamper detection and provide a fallback
for recovery, improving digital media resilience.
Face Anti-Spoof Yu et al. (2024) proposes to use proac-
tive methods for face anti-spoofing. The work addresses the
challenge of missing modalities in both training and testing
phases by incorporating visual prompts and residual con-
textual prompts in multimodal transformers, ensuring robust
learning of flexible-modal features with minimal computa-
tional overhead.
IdentityProtectionEmbedding authentic signatures in images
and using dual traces helps protect personal identities from
deepfakes. Techniques like face feature disentanglement
combined with perturbation embed authentic signatures into
digital images, ensuring identity protection (Zhao et al.,
2023b). Dual traces, both sustainable and erasable, verify
authenticity and detect fraud in media (Sun et al., 2023;
Zhang et al., 2024d). Additionally, encoder-decoder meth-
ods, enhanced by differentiable JPEG compression (Yang et
al., 2021b), defend against deepfakes by detecting compres-
sion artifacts (Fig. 14).
Disrupting Deepfake Generation To protect individual iden-
tities, the encoder-decoder approach trained with generative
models preserves identity nuances (Wang et al., 2021).
Introducing targeted noise as templates preempts deepfake
generation, ensuringmodels trainedonperturbed images pro-
duce subpar results (Huang et al., 2022; Ruiz et al., 2020;
Segalis & Galili, 2020; Van Le et al., 2023; Yeh et al., 2020).
This proactive defense undermines deepfake quality, mak-
ing them less convincing and more detectable. Techniques

by Lu and Liao (2001); Segalis and Galili (2020) create
images resistant to manipulation, protecting against face-
swapping attempts. Adversarial attacks on image translation
networks (Yeh et al., 2020) compromise deepfake generation,
resulting in flawed outputs. The DUAW technique (Ye et al.,
2023) disrupt the variational autoencoder (VAE) in Stable
Diffusion models, introducing distortions to protect images
universally.

5.2 LLMDefense

Ensuring the security and integrity of Large Language Mod-
els (LLMs) is critical as they face risks like unauthorized
use, disinformation, and adversarial attacks. A comprehen-
sive defense strategy now includes authenticity verification,
provenance tracking, and robust protections against mali-
cious activities to safeguard LLMs in the digital age.
Authenticity Verification and Provenance Tracking Ensur-
ing authenticity and tracking content provenance are crucial
in combating disinformation. Techniques like the Decou-
pled Invertible Neural Network (DINN) (Meng et al., 2022)
encode dual-tags into images as fingerprints for authenticity
verification and provenance tracking. Advanced text pertur-
bation methods interweave encoded signals within natural
language (Zhao et al., 2023a), using neural networks (Wu
et al., 2023b) or linguistic tools like the Universal Sentence
Encoder and Word2Vec (Munyer & Zhong, 2023). These
methods also secure code by embedding templates, protect-
ing against plagiarism and unauthorized use.

Watermarking for large language models has become
an active subfield of proactive attribution. Dathathri et al.
(2024) propose a scalable framework for identifying model-
generated outputs, while Pang et al. (2024) and He et al.
(2024) outline fundamental design trade-offs among embed-
ding strength, detection accuracy, and bias. Adaptive and
semantics-based schemes improve resilience to paraphras-
ing and sampling variance (Liu & Bu, 2024; Ren et al.,
2024a). These techniques encode lexical or embedding-space
patterns within generated text to enable model identifica-
tion, authorship verification, and detection of unauthorized
reuse. They complement visual and multimodal schemes
by extending proactive provenance to the linguistic domain,
strengthening responsible use of generative text systems.
Defensive Strategies Against Malicious Exploitation Var-
ious defensive strategies have been developed to protect
against malicious exploitation. Character-level input pertur-
bations (Robey et al., 2023) inoculate against adversarial
attacks, and specialized datasets (Dong et al., 2023) enhance
the resilience of language models under real-world con-
ditions. Perturbation strategies have evolved to include
backdoor techniques that insert covert triggers into text out-
puts (Liu et al., 2023b), enabling the tracing of unauthorized
reproductions.
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Table 13 Summary of categories, descriptions, types of templates, and references. [KEYS: seq.= sequence, V.P.= visual prompt, per.= perturbation]

Application Description Type of Template References

Deepfake Detec-
tion and Attribu-
tion

Techniques for identify-
ing and attributing deep-
fake content

Bit seq., Learn per Yu et al. (2021), Asnani et al. (2022), Asnani et al. (2023a), Tang et al.
(2024b), Wu et al. (2024)

Tampering detec-
tion and verifica-
tion

Techniques to detect
tampering and ensure
image integrity

Bit seq., 2D noise Laouamer et al. (2015), Singh and Singh (2016), Dadkhah et al. (2014),
Hsu and Tu (2016), Qin et al. (2017), Cao et al. (2017), Hsu and Tu
(2010), Lee and Lin (2008), Haghighi et al. (2018)

Face Anti-Spoof Detecting face spoofing V.P Yu et al. (2024)

Identity Protec-
tion

Protect personal identi-
ties against deepfakes

Learn per., Bit seq Zhao et al. (2023b), Sun et al. (2023), Zhang et al. (2024d), Neekhara
et al. (2022), Yang et al. (2021b)

Disrupting deep-
fake generation

Disrupt deepfake gener-
ation and ensure image
resistance

Per Wang et al. (2021), Van Le et al. (2023), Huang et al. (2022), Segalis
and Galili (2020), Ruiz et al. (2020), Yeh et al. (2020), Ye et al. (2023)

Techniques
for authentic-
ity verification
and provenance
tracking

Authenticity verification
and provenance tracking

Bit seq., Text Meng et al. (2022), Zhao et al. (2023a), Wu et al. (2023b), Munyer and
Zhong (2023)

Defensive Strate-
gies Against
Malicious
Exploitation

Enhance LLM resilience
against malicious
exploitation

Text, triggers Robey et al. (2023), Dong et al. (2023), Liu et al. (2023b)

Context-Aware
Modifications

Perturbation via prob-
abilistic outputs and
context-aware lexical
substitutions

Text Kirchenbauer et al. (2023b), Yang et al. (2022b), He et al. (2022a),
Rizzo et al. (2019), Kirchenbauer et al. (2023a)

Intellectual Prop-
erty Protection

Methods to protect intel-
lectual property

Text Zhang et al. (2010), He et al. (2022b), Yang et al. (2023a), Li et al.
(2023c)

Model Attribu-
tion

Content origin identifi-
cation

Bit seq Zeng et al. (2023), Wen et al. (2023), Wu et al. (2020), Zhao et al.
(2023c), Atli Tekgul and Asokan (2022), Yu et al. (2019)

Neural Network
Ownership and
Protection

Embed templates within
neural networks to pro-
tect and prove ownership
of models

V.P., per., bit seq Darvish Rouhani et al. (2019), Xue et al. (2022), Chen et al. (2019a),
Adi et al. (2018), Uchida et al. (2017), Nagai et al. (2018), Le Merrer
et al. (2020), Fernandez et al. (2023), Liu et al. (2021), Zhang et al.
(2018a), Peng et al. (2022)

Ownership Veri-
fication in Feder-
ated Learning

Ownership verifica-
tion of federated neural
networks

Bit seq., per Li et al. (2022), Han et al. (2022), Tekgul et al. (2021), Xu et al. (2019),
Liu et al. (2021b)

Protection Tech-
niques for Diffu-
sion Models

Protect diffusion models Bit seq., per Yang et al. (2024b), Huang et al. (2024a), Cui et al. (2023), Lei et al.
(2024), Meng et al. (2025), Ahmadi et al. (2020), Zhang et al. (2024c),
Zhang et al. (2024a), Peng et al. (2025), Lim et al. (2022)

Camera Model
Perturbation and
Localization

Enhance forensic analy-
sis and image authentic-
ity verification

Bit seq., per Cozzolino and Verdoliva (2019), Wu et al. (2023b)

Data and Artists’
Attribution

Ensure proper recogni-
tion and preservation of
authorship rights for data
and artists

Bit seq Cui et al. (2025), Asnani et al. (2023c), Li et al. (2023e), Li et al. (2020)

Fingerprinting
for preservation
of authorship
rights

Identifying authorship
rights infringement and
protecting digital content

Bit seq Furon and Desoubeaux (2014), Balachandran et al. (2014), Fan et al.
(2019)

User Privacy
Preservation

User privacy preserva-
tion ensuring efficient
protection of personal
data

Per Laarhoven (2019), Li et al. (2021), Dwork (2006), Zhang et al. (2018b),
Blum et al. (2005), Zhang et al. (2021b), Tang et al. (2024a), Li et al.
(2023d)
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Table 13 continued

Application Description Type of Template References

Face Recognition
Privacy

Face recognition protec-
tion to deceive models

Per Xiao et al. (2021), Zhong and Deng (2020), Rajabi et al. (2021), Shan
et al. (2020), ), Wu et al. (2019), ), Hu et al. (2022), Xu et al. (2021),
Komkov and Petiushko (2021), Dong et al. (2019)

Miscellaneous Autonomous driving pri-
vacy, and surveillance
privacy

Per., bit seq Mirjalili et al. (2018), Xiong et al. (2020), Paruchuri (2009), Liu and
Kong (2018)

Point Cloud
Adversarial
Defense and
Perturbation

Enhancing robustness of
3D data models and per-
turbation for point clouds

Per., Bit seq Liang et al. (2022b), Ding et al. (2021), Liu et al. (2019), Xiao-
qing (2015), Feng (2015), Ohbuchi et al. (2004), Cotting et al. (2004),
Ohbuchi et al. (2001)

3DMMs, SDFs 3DMMs Perturbation
ensuring preservation
of authorship rights and
content authentication

Bit seq Wang et al. (2022b), Zhu et al. (2023b)

NeRF Models
Perturbation

Perturbation methods for
Neural Radiance Fields
(NeRF) for preservation
of authorship rights

Bit seq Luo et al. (2023), Jang et al. (2024), Chen et al. (2024a), Chen et al.
(2023c), Li et al. (2023a), Huang et al. (2024b)

3DMeshDefense Embedding templates
in 3D meshes to ensure
authorship rights and
tamper detection

Bit seq Hamidi et al. (2019), Wang et al. (2022a), Zafeiriou et al. (2005), Yoo
et al. (2022), Praun et al. (1999), Zhu et al. (2024), Zhu et al. (2021),
Medimegh et al. (2018)

3D GS Protection Embedding hidden infor-
mation in 3D scenes

Bit seq Zhang et al. (2024e)

3D Models Pro-
tection

Protection for 3D mod-
els ensuringminimal vis-
ibility of distortions

Bit seq Peng et al. (2022), Benedens (1999), Nakazawa et al. (2010), Yeung and
Yeo (1998), Alface et al. (2007), Kanai et al. (1998), Liu et al. (2012),
Liu et al. (2012), Chou and Tseng (2006), Chou and Tseng (2009)

VLMs Enhancing VLMs for
downstream applications

V.P., T.P Kunananthaseelan et al. (2024), Zhang et al. (2023b), Zhu et al. (2023a),
Wu et al. (2022a), Nasiriany et al. (2024), Xing et al. (2023), Shen et
al. (2024), Zhao and Patras (2023), Mirza et al. (2024), Maniparambil
et al. (2023)

Visual Prompt
Tuning for GMs

Enhancing image gener-
ation quality and effi-
cient transfer learning

V.P Zhang et al. (2024b), Sohn et al. (2023), Kim et al. (2024b), Ma et al.
(2024), Han et al. (2023), Kim et al. (2024b), Park and Byun (2024),Wu
et al. (2022b), Chen et al. (2023b), Ju et al. (2022), Wang et al. (2024b),
Zhang et al. (2024g), Yoo et al. (2023), Song et al. (2023)

Text-to-3D Gen-
eration

Enhancing text-to-3D
generation

V.P Chen et al. (2024b)

Object Localiza-
tion and Tracking

Unadversarial examples,
fractal markers, object
recognition, localization,
and tracking

Bit seq., V.P Salman et al. (2021), Asnani et al. (2024), Wagner and Schmalstieg
(2007), Wang and Olson (2016), Olson (2011), Garrido-Jurado et al.
(2014), Abbas et al. (2019), Álvarez et al. (2012), Wang et al. (2018)

Image Editing
and Inpainting

Text-based image editing
and inpainting

V.P Nguyen et al. (2023), Bar et al. (2022)

Medical Image
Segmentation

Improve medical image
segmentation

V.P Wang et al. (2025b), Wang et al. (2023)

Context-Aware Modifications Embedding secret signals and
making context-aware modifications ensures that templates
remain undetected by attackers. Somemethods embed secret
signals into probabilistic model outputs (Kirchenbauer et al.,
2023b) or apply context-aware lexical substitutions (He et
al., 2022a; Yang et al., 2022b), detectable only by insid-
ers. Homoglyph substitutions (Rizzo et al., 2019) disguise
textual input, preservingprivacy andmessage integrity.Addi-

tionally, ‘green tokens’ (Kirchenbauer et al., 2023a) embed
templates into high-entropy words to mark and identify the
ownership or origin of textual content.
Restoration-Oriented Approaches and Intellectual Property
Protection Restoration-oriented approaches and strategies
to protect intellectual property are crucial for maintaining
content integrity. Self-embedding template schemes (Zhang
et al., 2010) mark and aid in recovering original content

123



  186 Page 28 of 44 International Journal of Computer Vision          (2026) 134:186 

if tampered with. To protect text generation APIs, subtle
alterations in word distribution patterns create hard-to-detect
templates (He et al., 2022b). Code transformation and vari-
able substitutiongenerate template functions (Li et al., 2023c;
Yang et al., 2023a), which can be verified later for user code
protection.

5.3 Attribution and Preservation of Authorship
Rights

The applications and methods summarized in this section
illustrate a broad range of innovative strategies employed for
securing generative models, tracing sources, and establish-
ing neural network ownership and preservation of authorship
rights through various forms of proactive schemes and fin-
gerprinting.
Model Attribution Proactive techniques for attributing model
outputs help ensure content origin identification.One approach
involves fine-tuning models with encrypted images to per-
formeffective attribution.Techniques byZenget al. (2023),Wen
et al. (2023), and Wu et al. (2020) use unique characteris-
tics of encrypted data to trace and secure generative models
(GMs), embedding identifiable signals within the data. Addi-
tionally, encoding binary strings into diffusion models (Atli
Tekgul & Asokan, 2022; Yu et al., 2019; Zhao et al., 2023c)
involves fine-tuning with encrypted image pairs and trigger
prompts to trace content back to its rightful owner.
Neural Network Ownership and Protection The application
of neural network protection and ownership is addressed
through various methods to embed templates within net-
works. Techniques like DeepSigns (Darvish Rouhani et
al., 2019; Xue et al., 2022) embed information into the
probability density function of activation sets, while Deep-
Marks (Chen et al., 2019a) offer an end-to-end fingerprint-
ing framework. These methods resist attacks like model
extraction and collusion, securing creative ownership. Other
approaches include backdoor attacks (Adi et al., 2018), addi-
tional regularizers (Uchida et al., 2017; Nagai et al., 2018; Le
Merrer et al., 2020), fine-tuning the latent decoder of diffu-
sion models (Fernandez et al., 2023), network parameters
residuals (Liu et al., 2021), query prompts (Zhang et al.,
2018a), and learnable perturbations (Peng et al., 2022). A
deep spatial perturbation framework (Zhang et al., 2021) is
robust against surrogate model attacks, supporting image-
based templates to protect data and algorithms. Another
method involves embedding a template into the weights of
a neural network (Wang et al., 2020), ensuring robustness
against brute-force attacks. The DAWN framework (Szyller
et al., 2021) deters model extraction by dynamically chang-
ing responses to specific queries. BlackMarks (Chen et al.,
2019b) ensures fidelity, robustness, and security for intellec-
tual property protection (Fig. 15).

Fig. 15 Template addition in 3D meshes (Yu et al., 2003; Liu et al.,
2019; Zhang et al., 2024e), point clouds meshes (Feng, 2015), point
cloud, and into the 3D vertices (Ohbuchi et al., 2002)

Ownership Verification in Federated Learning Ownership
verification techniques in federated learning ensure robust
and private model ownership. The FedIPR framework (Li et
al., 2022) embed and verifies private templates in Federated
Deep Neural Networks (FedDNN) without disclosing infor-
mation, addressing robustness challenges like client selection
and differential privacy. Han et al. (2022) use key exchange
technology and a double masking protocol for privacy pro-
tection and correctness verification. WAFFLE (Tekgul et al.,
2021) embed resilient templates in DNNmodels trained with
federated learning without accessing training data.
Protection Techniques for Diffusion Models Various inno-
vative techniques protect diffusion models while maintain-
ing performance. Gaussian Shading (Yang et al., 2024b)
embed templates into generated images using template diffu-
sion, randomization, and distribution-preserving sampling.
FreezeAsGuard (Huang et al., 2024a) selectively freezes
critical tensors to prevent unauthorized fine-tuning of dif-
fusion models. FT-Shield (Cui et al., 2023) uses bi-level
optimization and a Mixture of Experts framework to gen-
erate and detect templates in text-to-image diffusion models.
DiffuseTrace (Lei et al., 2024) embeds invisible templates
into generated images without compromising quality, while
Latent template (Meng et al., 2025) injects and detects tem-
plates in the latent space of diffusion models.
CameraModel Perturbation andLocalizationCameramodel
perturbation techniques enhance forensic analysis and image
authenticity verification. Cozzolino andVerdoliva (2019) use
a Siamese network trained with image patches from different
cameras to detect image forgeries and identify the specific
camera model, aiding forensic analysis and ensuring dig-
ital image credibility. SepMark (Wu et al., 2023b) embed
an encoded message into pristine images, allowing for later
extraction to verify authenticity and trace the image source,
providing robust deepfake defense and source tracing capa-
bilities.
Data and Artists’ Attribution Techniques for data and artist
attribution ensure proper recognition and authorship rights.
ProMark (Asnani et al., 2023c) encrypt training data with bit
sequence templates, enabling GenAI models to perform con-
cept attribution during training. Diffusion Shield (Cui et al.,
2025) embeds unique messages into datasets for identifica-
tion without retraining. Poison-only backdoor attacks (Li et
al., 2023e, 2020)mark datasets by embedding special behav-
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iors in data samples, allowing verification of model training
origins through hypothesis testing. Recent proactive attri-
bution frameworks embed ownership metadata directly into
generative models to enable verifiable provenance (Asnani
et al., 2025). Complementary socio-technical perspectives
advocate hardware-assisted watermark verification for trans-
parent and responsible deployment (Kherraz, 2025).
Fingerprinting for preservation of authorship rights Active
fingerprinting techniques provide powerful tools for iden-
tifying authorship rights infringement and protecting digital
content. These techniques include the use of Tardos codes for
traitor tracing (Furon & Desoubeaux, 2014), code fragments
relocation (Balachandran et al., 2014), and passport-based
DNN ownership verification schemes (Fan et al., 2019). By
embedding digital passports and employing active finger-
printing, content creators can more effectively control and
enforce their authorship rights in the digital realm, prevent-
ing unauthorized use and distribution.

5.4 Privacy Protection

The collection of works discussed in this section showcases
a concerted effort to preserve privacy across various digital
platforms, with a particular focus on protecting user identity
and personal data in the face of advanced facial recognition
technologies and surveillance mechanisms.
User Privacy Preservation Methods aimed at user privacy
preservation ensure efficient protection of personal data. The
score-based fingerprinting framework (Laarhoven, 2019)
accelerates decoding times for efficient data protection.Map-
ping Distortion Based Protection (MDP) and AugMDP (Li
et al., 2021) misalign images and labels to confuse potential
data breaches without compromising benign neural network
performance. Various techniques protect privacy on digital
platforms, including adding random noise to query func-
tions for differential privacy (Dwork, 2006), obfuscation
techniques for training data (Zhang et al., 2018b), and the
SuLQ framework for statistical database privacy (Blum et al.,
2005). Proactive Privacy-preserving Learning (PPL) (Zhang
et al., 2021b) uses adversarial generators to transform data
for malicious model manipulation. Universal Transferable
Adversarial Perturbation (UTAP)(Tang et al., 2024a) protect
privacy in facial image databases.
Face Recognition Privacy Techniques for face recognition
protection deceive facial recognition models without affect-
ing legitimate applications. Methods like adversarial patches
and perturbations are finely tuned to deceive models (Rajabi
et al., 2021; Xiao et al., 2021; Zhong & Deng, 2020),
while systems like Fawkes (Shan et al., 2020) apply pixel-
level changes to prevent unauthorized recognition. Other
approaches perform deidentification in the feature space (Wu
et al., 2019). Innovative adversarial and perturbation tech-
niques include ATM-GAN (Hu et al., 2022), which creates

Fig. 16 Input-encrypted input pairs for NeRFmodels (Luo et al., 2023;
Chen et al., 2024a)

adversarial examples to distort makeup styles and prevent
unauthorized recognition. The cycle-VQ-VAE framework
obscures video streams by integrating audio as noise (Xu et
al., 2021). Komkov and Petiushko (2021) use a Spatial Trans-
former Layer to project stickers onto face images for face ID
systems. Dong et al. (2019) discusses black-box adversar-
ial attacks on face recognition systems, exposing deep CNN
vulnerabilities.
Autonomous Driving and Surveillance In autonomous driv-
ing,ADGAN(Xiong et al., 2020) protects location privacy by
obscuring sensitive information in camera data while main-
taining utility. Similarly, surveillance privacy techniques,
such as those by Paruchuri (2009) and Liu and Kong (2018),
use spatial chaotic maps to encrypt human faces in video
footage, safeguarding identities without compromising the
overall utility of the footage (Fig. 16).

5.5 3D Domain

In 3Dmodeling, protecting digital content and intellectual
property is crucial across industries like entertainment, man-
ufacturing, medical imaging, and virtual reality. Proactive
methods, including perturbation techniques for 3D models,
meshes, and point clouds, embed imperceptible yet resilient
templates into digital assets. These techniques detect unau-
thorized use, prevent tampering, and ensure preservation of
authorship rights and content authentication.
Point Cloud Adversarial Defense and Perturbation The Per-
turbation Adaption Generation Network (PAGN) (Liang et
al., 2022b) is designed for point cloud adversarial defense
in 3D model classification. PAGN includes a perturbation-
injectionmodule, a generativemodule, and a shape similarity
measure to improve robustness. The perturbation-injection
module simulates adversarial samples, while the genera-
tive module visualizes these samples and measures shape
similarity. Additionally, Ding et al. (2021) proposes the
Geometry-Consistent Point Cloud Upsampling (GC-PCU)
method, generating uniform, clean, and dense point clouds
from sparse ones through feature extraction, perturbation
learning, and geometric reconstruction. Perturbation tech-
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niques for 3D point clouds balance transparency and robust-
ness (Cotting et al., 2004; Feng, 2015; Liu et al., 2019;
Ohbuchi et al., 2004; Xiaoqing, 2015). Methods include
defining local sets, calculating RMSC values, establishing
synchronization relations, and embedding templates bymod-
ifying distance normalization means (Liu et al., 2019).
3D Morphable Models and Signed Distance Fields Pertur-
bation Perturbation techniques for 3D Morphable Models
(3DMMs) ensure preservation of authorship rights and con-
tent authentication. A deep neural network scheme (Wang et
al., 2022b) uses an encoder to encode templates and meshes,
an Attacker to add perturbations, and a Decoder to extract
templates. The FuncMark method (Zhu et al., 2023b) embed
binary templates in signeddistancefields (SDFs) using spher-
ical partitioning and local deformation, allowing template
extraction from derived meshes.
NeRF Model Perturbation Neural Radiance Fields (NeRF)
have advanced preservation of authorship rights through neu-
ral 3D perturbation. One method trains a 2D decoder and
the NeRF model separately, achieving high bit accuracy and
reconstruction quality using patch loss and discrete wavelet
transform (Jang et al., 2024). Another approach uses Implicit
Neural Representation (INR) to embed template information
into NeRF models, addressing low template capacity and
security risks (Chen et al., 2024a). MarkNeRF (Chen et al.,
2023c) use neural networks to protect implicit data represen-
tations, offering high imperceptibility, robustness, and anti-
interference capability. StegaNeRF (Li et al., 2023a) embed
invisible informationwithin NeRF renderings through a two-
stage optimization process, balancing rendering quality and
decoding accuracy. Noise-NeRF (Huang et al., 2024b) intro-
duce trainable noise on specific views for steganography,
enhancing quality and efficiency.
3D Mesh Defense 3D mesh defense techniques involve
embedding templates as templates into the geometrical struc-
tures of 3Dmodels to ensure preservation of authorship rights
and detect tampering (Hamidi et al., 2019; Praun et al., 1999;
Yoo et al., 2022; Wang et al., 2022a; Zafeiriou et al., 2005).
Methods such as DEEP3DMARK (Wang et al., 2022a) use
attention-based convolutions to embed templates into 3D
meshes. Another approach uses wavelet transform (Hamidi
et al., 2017; Wang et al., 2008) and the norm of wavelet
coefficient vectors as perturbation primitives, embedding
templates by quantizing these norms (Wang et al., 2011).
Some techniques employ Voronoi patches (Ai et al., 2009)
and transform applications for template embedding, while
others use robust mesh feature segmentation (Feng et al.,
2014) and DCT transformation. Many of these methods are
designed to be resistant to various attacks, including noise
addition, 3D rotation, simplification, and cropping.
3D Gaussian Splatting Protection The GS-Hider frame-
work (Zhang et al., 2024e) embed hidden information
securely using a coupled secured feature attribute and ren-

dering pipeline. It employs two parallel decoders to separate
rendered RGB scenes and hiddenmessages, ensuring robust-
ness against rendering. This method enhances security,
transparency, and authenticity in encrypted transmission, 3D
compression, and preservation of authorship rights.
3D Model Protection Protection techniques for 3D models
ensure minimal visibility of distortions while maintaining
security. Methods involve modifying the geometrical struc-
ture or vertex positions to embedbits according to a key (Peng
et al., 2022;Benedens, 1999;Nakazawa et al., 2010;Yeung&
Yeo, 1998; Alface et al., 2007; Kanai et al., 1998). Templates
are used for data hiding to protect models while maintaining
data integrity (Hou et al., 2023; Jiang et al., 2017; Zhang et
al., 2023c; Tsai & Liu, 2022). Techniques like octree spatial
subdivision and multi-MSB prediction enhance embedding
capacity and lossless recovery (Hou et al., 2023). Jiang et al.
(2017) use coordinate transformation, prediction error detec-
tion, model encryption, and label map embedding to improve
embedding rate and capacity. New frameworks embed mul-
tiple or geometry-aware watermarks to ensure ownership
persistence under rendering transformations (Jang et al.,
2025; Kulthe et al., 2025).

5.6 Improving Generative Models

We outline various methods for improving the interpretabil-
ity and generalization of deep neural networks, visual prompt
tuning in generative models, transformers, and text-to-3D
generation, as well as enhancing vision-language models
(VLMs) and large language models (LLMs).
Vision-Language Models (VLMs) Proactive techniques en-
hance VLMs for downstream applications like image clas-
sification, recognition, semantic segmentation, and object
detection. Language-Grounded Visual Prompting (LaViP)
(Kunananthaseelan et al., 2024) uses input-specific visual
prompts with language integration for better model adapt-
ability. The Text-to-Video Prompting framework (TVP)
(Zhang et al., 2023b) improves Text-to-Video Generation
(TVG) models with optimized prompts for enhanced gen-
eration quality and temporal localization accuracy. Visual
Prompt multi-modal Tracking (ViPT) (Zhu et al., 2023a)
adapts pre-trained RGB-basedmodels for downstream appli-
cations using modality-specific visual prompts. Enhanced
Visual Prompting (EVP) (Wu et al., 2022a) and Prompt-
ing with Iterative Visual Optimization (PIVOT) (Nasiriany
et al., 2024) enable models to handle spatial applications
and multimodal learning without task-specific fine-tuning.
Next, further enhancements in VLMs include techniques
like Dual Modality Prompt Tuning (DPT)(Xing et al., 2023)
for learning visual and text prompts simultaneously, and
MVLPT(Shen et al., 2024) for incorporating cross-task
knowledge into prompt tuning. Recent diffusion and video
watermarking frameworks achieve zero-distortion or latent-
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Fig. 17 Various examples of input-encrypted input pairs after adding
the templates into the 3D input data a (Liu et al., 2019), b (Feng, 2015),
c (Yu et al., 2003), e (Liang et al., 2022b), and f (Bors, 2006)

space integration (Chen et al., 2025a; Hu et al., 2025; Li
et al., 2025), while others aim for robustness against fine-
tuning and distribution shift (Teng et al., 2025; Wang et al.,
2025c). Cross-domain extensions such as tabular diffusion
watermarking further broaden proactive protection (Zhu et
al., 2025) (Fig. 17).
Visual Prompt Tuning for Generative Models In the context
of visual prompt tuning for generative models, techniques
like InMeMo (Zhang et al., 2024b) and prompt tuning for
generative vision transformers (Sohn et al., 2023; Kim et
al., 2024b; Ma et al., 2024) focus on enhancing image gen-
eration quality and efficient transfer learning. E2VPT (Han
et al., 2023), VPT (Kim et al., 2024b), Fair-VPT (Park &
Byun, 2024), and PromptChainer (Wu et al., 2022b) aim
to improve transformer models by incorporating learnable
visual prompts and addressing fairness issues, respectively.
Additional techniques include Iterative Label Mapping-
based Visual Prompting (ILM-VP) (Chen et al., 2023b)
for reprogramming pre-trained source models to new target
applications, DINOv for generic and referring segmentation
applications, and video-based visual-language pre-training
(I-VL) (Ju et al., 2022) for video understanding appli-
cations like action detection and localization, text-video
retrieval, summarization, etc. Approaches like Self-Prompt
Tuning (SPT) (Wang et al., 2024b), Adaptive Pretraining
(AP) (Zhang et al., 2024g), andGated Prompt Tuning (Yoo et
al., 2023) adapt pre-trained models to downstream applica-
tions. Other methods (Cai et al., 2024; Lee et al., 2023; Liu et
al., 2023a; Song et al., 2023) incorporate similar techniques
by leveraging prompt tuning to adapt pre-trained models for
downstream CV applications.
Text-to-3DGenerationFor text-to-3Dgeneration,VP3D(Chen
et al., 2024b) introduce a novel visual prompt-guided dif-
fusion model to enhance text-to-3D generation by utilizing
high-quality images from 2D diffusion models as visual
prompts.

5.7 Other CV Applications

In computer vision, innovative methods are continuously
being developed to improve object recognition, localization,
tracking, and image manipulation. These advancements are
critical for improving the performance and adaptability of
models across various applications, from augmented reality
to medical imaging.
Object Localization andTrackingTo improve object recogni-
tion, Salman et al. (2021) introduce unadversarial examples,
which modify objects to enhance performance and robust-
ness. Their method employs gradient-based algorithms to
design unadversarial patches and textures, boosting sys-
tem resilience in diverse environments. Asnani et al. (2024)
propose a novel template learning paradigm to improve
performance in 2D and camouflaged object detection. Sev-
eral advancements have been made in object localization
and tracking (Garrido-Jurado et al., 2014; Olson, 2011;
Wagner & Schmalstieg, 2007; Wang & Olson, 2016) that
reduce false positives, increase detection rates, and mini-
mize computing time for tag detection, making it suitable
for computation-limited systems like smartphones. Frac-
tal markers (Romero-Ramire et al., 2019) provide a novel
approach to long-range marker pose estimation, offering
robustness to occlusion and wider detection ranges. Further,
object detection and segmentation have also improved by
adding region proposals (Girshick et al., 2014) or by using
prompts for fine-tuning VLMs (Long et al., 2023; Liang et
al., 2023).
Image Editing and Inpainting For image editing (Nguyen et
al., 2023) and inpainting (Bar et al., 2022), a method involv-
ing visual prompting leverages example pairs representing
“before" and “after" edits to learn text-based editing direc-
tions, utilizing text-to-image diffusion models.
Medical Image Segmentation The Progressive Classifica-
tion and Data Augmentation Learning (PCDAL) frame-
work (Wang et al., 2025b) utilize deep learning models for
classification and segmentation applications, incorporating
data augmentation to increase training set size and prevent
overfitting. Fourier Visual Prompting (FVP) (Wang et al.,
2023) addresses domain shift in medical image segmenta-
tion by introducing visual prompts in the frequency domain,
guiding pre-trained models to perform well in the target
applications.

6 Threat Models, Evaluation, and
Responsible AI Considerations

6.1 Threat Models and Evaluation Overview

Proactive schemes vary widely across modalities and
objectives, yet most can be analyzed through a common
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Table 14 Concise threat models, assumptions, targets, and metrics across application domains

Application Domain Attacker Assumptions Defender Assumptions Robustness Targets Metrics

Vision Models Defense Editing, compression, diffu-
sion remix

Template / detector key
known

Resize, crop, JPEG, regener-
ation

AUC, BER, PSNR,
SSIM

LLM Defense Paraphrase, prompt edit, re-
generation

Watermark / key access Paraphrase, sampling vari-
ance

Detection rate, AUC,
Perplexity shift

Authorship Attribution Signature removal, owner-
ship claim

Embedded ID retrievable Fingerprint removal, tamper,
transfer

BER, Bit accuracy,
PSNR, Fidelity

Privacy Protection ID recovery, feature extrac-
tion

Perturbation budget known Blur, crop, recompress Privacy gain, Utility
drop, PSNR

3D Domain Re-mesh, smooth, simplify Embedded payload known Re-topology, noise, conver-
sion

Bit acc., MRMS, Corre-
lation

Improving Gen. Models Fine-tune, distill, retrain Latent watermark / tag
known

Fine-tune, pruning, diffu-
sion remix

BER, PSNR, SSIM,
Fidelity

threat-model lens. Evaluation protocols increasingly include
adversarial and adaptive-removal scenarios. Müller et al.
(2025) demonstrate black-box forgery attacks on semantic
watermarks, and Yang et al. (2024) analyze vulnerabilities
of modern diffusion watermarks to simple averaging. Robust
benchmarking under generative-editing operations continues
to evolve (Lu et al., 2024). Table 14 summarizes, for each
application family discussed in Sect. 5, the assumed capa-
bilities of the adversary, the defender’s available knowledge
or control, the typical robustness goals, and the quantitative
metrics used for evaluation. This unified view highlights the
shared structure of proactive formulations−each balancing
perceptual fidelity, robustness to transformation, and verifi-
ability under adversarial or post-processing conditions.

6.2 Responsible AI Summary Across Application
Domains

Beyond algorithmic performance, proactive schemesmust be
seen through the lens of responsible and transparent deploy-
ment. Responsible deployment considerations increasingly
emphasize transparency and device-level verification, posi-
tioning proactive watermarking as a socio-technical safe-
guard for authenticity in generative media (Kherraz, 2025).
As thesemethods directly interactwith sensitive content, user
data, and generative models, their intended uses and possi-
ble misuse scenarios warrant careful consideration. Table 15
summarizes the ethical dimensions across major applica-
tion domains, outlining how proactive schemes are expected
to strengthen authenticity, privacy, and accountability while
highlighting potential risks such as falsified ownership or
malicious removal of embedded information. By contextual-
izing each domain’s evaluation under adaptive-removal and
adversarial conditions, this summary emphasizes the impor-
tance of aligning technical robustness with responsible and
trustworthy AI practices.

7 Why Use Adversarial Perturbations for
Social Good?

Adversarial perturbations have historically been viewed as
threats to the stability of machine learning models. However,
their defining characteristics, such as sensitivity, differen-
tiability, and fine-grained control, make them ideal tools
for embedding functionality into AI systems when redi-
rected toward constructive purposes (Goodfellowet al., 2014;
Szegedy et al., 2013). These properties allow proactive
schemes to modify model behavior with minimal perceptual
change to input data, enabling use cases like watermarking,
authorship tracing, tamper detection, and privacy preserva-
tion (Adi et al., 2018; Chen et al., 2019a).

Model Sensitivity as an Asset Deep neural networks are
inherently sensitive to small changes in their inputs. Adver-
sarial attacks traditionally exploit this for harmful purposes,
but the same sensitivity can be harnessed to embed sub-
tle, purpose-driven signals. These signals can be used to tag
content, enforce model behavior, or convey ownership with-
out altering human-perceived semantics. The differentiable,
gradient-based nature of adversarial methods allows precise
tuning of perturbations to interact with specific model layers
or decision boundaries, enabling fine-grained, model-aware
interventions that traditional preprocessing techniques can-
not achieve (Adi et al., 2018; Chen et al., 2019a).

Beyond Traditional Protection Methods Unlike passive
schemes such as cryptographic hashing, metadata tagging,
or steganographic watermarking (Zhu et al., 2018), adver-
sarial perturbations operate at the intersection of input and
model behavior. They can be integrated into training or
inference processes, learned end-to-end, and dynamically
adjusted based on task-specific constraints. This provides
several advantages:

• Robustness: Adversarial templates are optimized to sur-
vive transformations like compression, resizing, or noise
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Table 15 Responsible AI considerations for proactive schemes across application domains, summarizing intended purposes, potential misuse, and
evaluation robustness

Domain Intended Use Potential Misuse Evaluation Context

Vision Models Defense Detect and deter image/video
manipulation; verify authenticity

Adversarially masking identity or
fabricating deepfakes to evade
detection

Stress-tested under resizing,
cropping, compression, and re-
generation

LLM Defense Trace and authenticate AI-
generated text or code

Circumventing watermarks; propa-
gating misinformation

Tested under paraphrase, synonym,
and sampling-temperature varia-
tions

Authorship Attribution Establish authorship and ownership
of creative content

Falsifying ownership or removing
provenance tags

Evaluated for tag removal, back-
door erasure, and fine-tuning
attacks

Privacy Protection Preserve anonymity and sensitive
attributes in shared data

Deanonymization or unauthorized
re-identification

Robustness measured under blur,
crop, recompression, and de-noise
attacks

3D Domain Verify integrity and ownership of
3D assets and point clouds

Embedding hidden payloads or
redistributing protected assets

Evaluated under re-meshing,
smoothing, decimation, and coor-
dinate noise

Improving Generative Models Embed verifiable signatures within
diffusion/video models for prove-
nance

Forging or stripping generative
“passports” or model credentials

Evaluated under fine-tuning, prun-
ing, latent remixing, and frame
interpolation

injection, whereas traditional watermarks often degrade
or disappear (Kirchenbauer et al., 2023a; Zhang et al.,
2024d).

• Stealth: Perturbations can be visually or semantically
imperceptible, allowing their use in sensitive contexts
such as surveillance or text provenance (Yang et al.,
2022b).

• Adaptability: Because they are model-aware, adversarial
schemes can evolve with downstream model changes,
unlike fixed handcrafted features.

Design Considerations and Constraints Proactive adver-
sarial methods must meet constraints not typically present in
adversarial attack settings. In particular, perturbations must:

• Maintain perceptual quality across modalities (e.g.,
images, text, audio).

• Generalize across different models, users, or platforms,
often in black-box scenarios (Yang et al., 2022b).

• Remain effective under post-processing, editing, or adver-
sarial removal attempts (Rajabi et al., 2021;Kirchenbauer
et al., 2023a).

While adversarial perturbations were historically viewed
as vulnerabilities, their properties, such as precision, stealth,
and model-awareness, make them powerful tools for con-
structive applications. Proactive schemes reframe these per-
turbations as programmable signals embedded with intent,
offering a promising new direction for attribution, privacy,
and robustness in AI.

8 Challenges

The landscape of digital media protection is complex, involv-
ing intricate relationships between templates, perturbation
processes, and applications. Each step in developing robust
security measures presents unique challenges.
DeepfakeDetectionDefending against deepfakeswith binary
sequences and positional values requires balancing visual
quality, authenticity, and discardability of templates. Chal-
lenges include withstanding identity-switching schemes and
generalizing to unknown tampering types, while maintaining
robustness against image degradation and manual extraction
issues (Meng et al., 2022; Sun et al., 2023; Zhang et al.,
2024d).
Textual Content Protection Protecting LLM-generated text
requires perturbationmethods thatmaintain semantic integrity
while being subtle and versatile across different datasets
and models. These methods must function without extensive
retraining and survive black-box scenarios (Liu et al., 2023b;
Yang et al., 2022b). In code protection, preserving natural-
ness and operational semantics while embedding resilient
templates against obfuscator attacks is crucial (Monden et
al., 2000).
Neural Network and Ownership Protection Ensuring robust
ownership protection in neural networks demands pertur-
bation that resists fine-tuning, pruning, and overwriting.
Templates must be deeply integrated to withstand open-
sourcing of models and simple code alterations (Darvish
Rouhani et al., 2019; Adi et al., 2018; Fernandez et al., 2023),
while allowing public verification without losing credibil-
ity (Adi et al., 2018).
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Adversarial Perturbation and Face Recognition Protection
Developing effective DNN fingerprinting and adversarial
perturbations involves embedding templates that do not
impact model performance and are resistant to removal
and overwriting (Chen et al., 2019a). In face recognition,
adversarial masks must deceive classifiers while keeping
images visually natural, balancing security with user con-
venience (Rajabi et al., 2021; Yang et al., 2021a).

9 Limitations

Proactive security schemes, while effective, come with sig-
nificant limitations. These can be broadly categorized into
computational demands, robustness against attacks, general-
izability, and practical challenges.
Computational Demands Techniques like deepfake defense
using fixed bit encodings require substantial computational
resources, particularly during pre-processing to adapt sig-
nals to various content types (Zhao et al., 2023b). The need
for redundant message insertion to ensure template sur-
vival under transformations further escalates computational
costs (Wen et al., 2023), making these schemes resource-
intensive.
RobustnessAgainstAttacksTheeffectiveness of these schemes
is often compromised by their susceptibility to adversar-
ial attacks. For example, attackers can retrain models using
the same datasets employed for perturbation, weakening the
security of generative models (Zeng et al., 2023). Adver-
sarial noise can disrupt encrypted messages in deepfake
defenses (Wang et al., 2021), and template manipulations
can significantly alter computational costs and text qual-
ity (Kirchenbauer et al., 2023a). Even code protection
methods using template embedding in Java files are at risk
of being completely negated by additive attacks (Monden et
al., 2000).
Generalizability and Semantic Integrity A major challenge
for these schemes is their limited generalizability across dif-
ferent types of content. Binary sequences and Fourier key
templates, while effective for specific applications, often
cause image distortion and fail to work well with dynamic
content like video or 3D scenes (Zhang et al., 2024d). LLM
perturbation, which uses word tokens and masks, faces dif-
ficulties in streaming contexts and struggles with varying
textual styles, leading to potential false positives (Kirchen-
bauer et al., 2023a; Yang et al., 2022b). Additionally,
the removal of sentences can weaken the template’s pres-
ence, further challenging detection mechanisms (Munyer &
Zhong, 2023).
Practical Implementation Implementing these schemes also
presents difficulties, particularly in balancing security with
usability.Methods like sinusoidal signals and random isotropic
unit vector perturbations aim to secure user data without

compromising its utility but are often not robust against third-
party overwriting (Zhu et al., 2018). Furthermore, maintain-
ing confidentiality in query results for models deployed as
internal services is a challenge that attackers can exploit (Hu
et al., 2022). This balance between embedding strong secu-
rity measures and preserving the practical utility of digital
content remains a key issue.

In summary, while proactive schemes have introduced
innovative means to secure digital content, they are limited
by computational demands, vulnerabilities to attacks, and
challenges in generalization and implementation.

10 Conclusion

Adversarial perturbations have traditionally been associated
with model vulnerability and security risks. In this survey,
we shift that perspective and present a unified view of how
such perturbations can be repurposed as tools for proactive
schemes, supporting responsible, privacy-preserving, and
attribution-oriented applications across modern AI systems.

To structure this emerging field, we proposed a three-part
taxonomy spanning the data perturbation, learning process,
and application domains. This framework synthesizes awide
range of techniques that apply adversarial perturbations not
to attack, but to embed purpose-driven functionality into data
or model behavior.

Our survey shows that proactive adversarial techniques
are not just an inversion of traditional attacks, but a grow-
ing class of methods with unique capabilities: they can be
learned, fine-grained, modality-adaptive, and embedded at
training or inference time. These properties make them well-
suited formodern concerns such as generativemodel control,
authorship verification, tamper detection, and robust content
attribution.

By reframing perturbations from threats to instruments
of control and accountability, we highlight a new direction
for adversarial learning, one that advances robustness, trans-
parency, and trust in machine learning. We hope this work
provides both structure and inspiration for further research
at the intersection of adversarial ML and socially beneficial
AI.

Data Availability The survey paper outlines a review of methods for
proactive schemes. No specific data is used for comparison. Only the
papers referenced in the manuscript are used for analysis.
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source, provide a link to the Creative Commons licence, and indi-
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in this article are included in the article’s Creative Commons licence,
unless indicated otherwise in a credit line to the material. If material
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